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LICENSE

ATHENA SMARTCARD SOLUTIONS INC.

SOFTWARE LICENSE AGREEMENT

READ THIS AGREEMENT CAREFULLY BEFORE CONTINUING WITH THE INSTALLATION OF THE ASECARD CRYPTO
TOOLKIT AND UTILITIES.

ALL ORDERS AND USE OF PRODUCTS OF ATHENA SMARTCARD SOLUTIONS INC. OR ANY OF ITS AFFILIATES, ALL
OF WHICH ARE HENCEFORTH REFERRED TO AS ATHENA INCLUDING, WITHOUT LIMITATION, SOFTWARE,
DOCUMENTATION, CD-ROMs, AND ASECARDS, ARE AND SHALL BE SUBJECT TO THE TERMS AND CONDITIONS SET
FORTH IN THIS AGREEMENT. BY OPENING THE SEALED PACKAGE CONTAINING THE PRODUCTS, AND/OR BY
INSTALLING THE SOFTWARE (as defined hereunder) IN YOUR COMPUTER AND/OR BY USING THE SOFTWARE OR
ANY OF ATHENA'S PRODUCTS, YOU ARE ACCEPTING THIS AGREEMENT AND AGREEING TO BE BOUND BY ITS
TERMS. IF YOU ARE NOT WILLING TO BE BOUND BY THE TERMS OF THIS AGREEMENT, YOU SHOULD PROMPTLY
(WITHIN 7 DAYS FROM THE DATE YOU RECEIVED THIS PACKAGE) RETURN THE DEVELOPER'S KIT AND THE
DEVELOPER'S GUIDE TO ATHENA, UNOPENED. YOUR MONEY WILL BE REFUNDED.

1.

Title & Ownership. THIS IS A LICENSE AGREEMENT AND NOT AN AGREEMENT FOR SALE. Athena hereby grants
you, and you hereby accept, a personal, non-transferable, non-exclusive license ("License") to use (and the right to resell
only as explicitly provided herein) Athena's product(s) ordered or obtained by you, upon the terms set forth herein. The
software component of Athena's product(s), including any revisions, corrections, modifications, enhancements and/or
upgrades thereto ("Software") and Developer's Guides and any other documentation or user guide related to the Software,
shall remain Athena's property. All intellectual property rights (including, without limitation, copyrights, trade secrets,
trademarks, etc.) evidenced by or embodied in and/or attached/connected/related to the Software, the User Guides and any
other documentation are and shall be owned solely by Athena. Nothing in this Agreement constitutes a waiver of Athena's
intellectual property rights under any law.

License. You are granted a limited License to use the Software in executable form only, and only according to the terms of
this Agreement: (1) you may install the Software and use it on computers located in your place of business; (2) Should the
Product obtained by you contain special utilities, you may use the said utilities in the fashion described in the User Guide
and only to that extent you may merge and link the utilities into your application(s); however, any portion of the software
merged into another application shall be deemed as derivative work and will continue to be subject to the terms of this
agreement.

Prohibited Uses. Except as permitted in Sections 2 and 3 above, you agree not to (1) use, modify, merge or sub-license
the Software or any other of Athena's product(s except as expressly authorized in this Agreement; and (2) sell, license (or
sub-license), lease, assign, transfer, pledge, or share your rights under this License with/to anyone else; and (3) modify,
disassemble, decompile, reverse engineer, revise or enhance the Software or attempt to discover the Software's source
code; and (4) place the Software onto a server so that it is accessible via a public network; and (5) use any back-up or
archival copies of the Software (or allow someone else to use such copies) for any purpose other then to replace an original
copy if it is destroyed or becomes defective. If you are a member of the European Union, this agreement does not affect
your rights under any legislation implementing the EC Council Directive on the Legal Protection of Computer Programs. If
you seek any information within the meaning of that Directive you should initially approach Athena.

Limited Warranty. Athena warrants, for a period of twelve (12) months after the date of delivery to you, (the "Warranty
Period"), the following: (1) that the Software, when and as delivered to you, will perform in substantial compliance with the
User's Guide, provided that it is used on the computer hardware and with the operating system for which it was designed,;
and (2) that the ASEDrives and ASECards are substantially free from significant defects in materials and workmanship.

Warranty Disclaimer. ATHENA DOES NOT GUARANTEE THAT ANY OF ITS PRODUCT(S) WILL MEET YOUR
REQUIREMENTS OR THAT IT'S OPERATION WILL BE UNINTERRUPTED OR ERROR-FREE. TO THE EXTENT
ALLOWED BY LAW, ATHENA EXPRESSLY DISCLAIMS ALL EXPRESS WARRANTIES NOT STATED HERE AND ALL
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY
AND FITNESS FOR A PARTICULAR PURPOSE.

Limitation of Remedies. In the event of a breach of this warranty, Athena's sole obligation is to replace or repair, at
Athena's option, any of its products or component thereof that does not meet the foregoing limited warranty, free of charge.
Warranty claims must be made in writing during the Warranty Period and within seven (7) days of the observation of the
defect accompanied by evidence satisfactory to Athena. All Products should be returned to the Athena distributor from
which they were purchased (if not purchased directly from Athena) and shall be shipped by the returning party with freight
and insurance paid. The product or component thereof must be returned with a copy of your receipt.
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7. Exclusion of Consequential Damages. The parties acknowledge that the Software and Athena's product(s) are inherently
complex and may not be completely free of errors. ATHENA SHALL NOT BE LIABLE (WHETHER UNDER CONTRACT,
TORT (INCLUDING NEGLIGENCE) OR OTHERWISE) TO YOU, YOUR DISTRIBUTORS, THE USERS OF YOUR
SOFTWARE PROGRAM OR ANY THIRD PARTY FOR ANY LOSS OR DAMAGE (INCLUDING INDIRECT, SPECIAL OR
CONSEQUENTIAL DAMAGES), INCLUDING, WITHOUT LIMITATION, ANY LOSS OR DAMAGE TO BUSINESS
EARNINGS, LOST PROFITS OR GOODWILL AND LOST OR DAMAGED DATA OR DOCUMENTATION, SUFFERED BY
ANY PERSON, ARISING FROM AND/OR RELATED WITH AND/OR CONNECTED TO ANY USE OF THE SOFTWARE,
AND/OR ANY OF ATHENA'S PRODUCT(S) AND/OR YOUR SOFTWARE PROGRAM, EVEN IF ATHENA IS ADVISED
OF THE POSSIBILITY OF SUCH DAMAGES.

9. Limitation of Liability. IN THE EVENT THAT, NOTWITHSTANDING THE TERMS OF THIS AGREEMENT, ATHENA IS
FOUND LIABLE FOR DAMAGES BASED ON ANY DEFECT OR NONCONFORMITY OF ITS PRODUCT(S), ITS TOTAL
LIABILITY FOR EACH DEFECTIVE PRODUCT SHALL NOT EXCEED THE PRICE PAID TO ATHENA FOR SUCH
DEFECTIVE PRODUCT.

10.Termination. Failure to comply with the terms of this Agreement shall terminate your license and this Agreement. Upon
termination of this License Agreement by Athena: (1) the License granted to you in this Agreement shall expire and you,
upon termination, shall discontinue all further use of the Licensed Software and other Licensed product(s); and (2) you shall
promptly return to Athena all tangible property representing Athena's intellectual property rights and all copies thereof
and/or shall erase/delete any such information held by it in electronic form. Sections 1, 4, 5, 6, 7, 8, 9, 10 and 11 shall
survive any termination of this Agreement.

11.Governing Law & Jurisdiction. This Agreement is governed only by the laws of Japan, and only the courts in Japan shall
have jurisdiction in any conflict or dispute arising out of this Agreement.

12. Export control and Government Regulations. You agree that the product will not be shipped, transferred, or exported
to any country or used in any manner prohibited by law. The Athena products are subject to additional export
control law applicable to you or in your jurisdiction, including, without limitation, the United States. You warrant
that you will comply in all respects with the export and re-export restriction applicable to the Athena products and
will otherwise comply with any United States law and regulations in effect from time to time.

13. Miscellaneous. This Agreement represents the complete agreement covering this License and may be amended

only by a written agreement executed by both parties. If any provision of this Agreement is held to be unenforceable,

such provision shall be reformed only to the extent necessary to make it enforceable.

By accepting this document you confirm the following statement:

| HAVE READ AND UNDERSTOOD THIS LICENSE AGREEMENT AND AGREE TO BE BOUND BY ALL OF THE TERMS.
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Preface

ASECard Crypto is a set of utilities and middleware which, coupled with an ASECard Crypto card,
provide support for Microsoft Windows smart card services such as Interactive Logon, secure e-
mail, VPN, and support for most smart card aware third party applications using CAPI and/or
PKCS#11 middleware standards.

ASECard Crypto Cards are factory programmed to support PIN only or Fingerprint Biometrics
and/or PIN. In this Manual, cards that support PIN only are referred to as "PIN Cards” and cards
that support both PIN and Bio are referred to as “"Bio Cards”.

Who Should Read This Manual

This manual is intended for IT managers, System Administrators, and software engineers who are
in charge of implementing smart card support in their organization.

This Manual assumes that you are familiar with:

General use of computers

Microsoft Windows 2000, XP, Vista

Microsoft Windows 2000 Server or Server 2003
Active Directory and Microsoft Certificate Authority

Prerequisites

The prerequisites for setting up Smart Card Logon on a Windows 2000/2003 Server are:

e Domain Controller installed on a Windows 2000/2003 domain server.

e A Microsoft CA configured with the Enterprise Policy Module.

e Smart Card Enrollment Station configured with Smartcard User or Smartcard Logon
policies (See the separate document titled Windows Server Smart Card Integration
Guide)

For detailed instructions on installing and configuring a Microsoft CA and Active Directory, please
refer to Microsoft documentation.

Once you complete installation of Domain Controller and your CA is configured with a Smart Card
Enrollment Station, proceed to the next section for step-by-step instructions.
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Step-by-Step Instructions for Installing and Using the
ASECard Crypto Toolkit

1. Installing the ASECard Crypto Toolkit

ASECard Crypto Toolkit 4.0 can be installed on the following operating systems:
¢ Windows 2000 / Windows 2000 Server
e Windows Server 2003 and 2003 x64
e Windows XP and XP x64
e Windows Vista and Vista x64

The ASECard Crypto Toolkit 4.0 supports both x86 and x64 bit operating systems and the
latest version/service packs of each operating system. To install on x86 operating systems, run
the setup.exe installation program or use the ASECard-Crypto-Toolkit-40.msi installer. To
install on x64 operating systems, run the setupx64.exe installation program or use the
ASECard-Crypto-Toolkit-40x64.msi installer. The msi installer allows installing the toolkit to
domain users using Group Policy; it has various flag options that allow controlling the toolkit
installation and the toolkit components to be installed on each machine. See the chapter
Advanced Installations Options at the end of this manual for a list of the installer flags and
their usage.

In order to support the issuance of smart card certificates and storing them on ASECard Crypto
smart cards, the ASECard Crypto CSP middleware component must be installed on a smart
card enrollment station PC. You also have to install the ASECard Crypto CSP on each end-user
PC that will be enabled for smart card logon.

Installing the Toolkit to support PIN Cards

When installing the ASECard Crypto Toolkit to support PIN Cards, you have the
choice of 2 installation methods:

A. ASECard Crypto Toolkit — Typical: Installs the ASECard Crypto CSP and PKCS#11
middleware, the ASECard Personalization Tool and the ASECard Manager. It does not
install software components that are required in order to support biometric logon either
locally or in Terminal Services and Citrix environments.

B. ASECard Crypto Toolkit - Custom: Allows selection of specific items. For example, you

may not want to install the documentation or various tools on each end-user’s PC. For PIN
cards, you do not have to install the Biometric GINA, the Biometric RDP and Citrix support.
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i ASECard-C rypto-Toolkit-40 - InstallShield Wizard
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X~ Citrix Biometric Client Campaonents your hard drive, It has O of 5

subfeatures selecked, The

subfeatures require OKB on wour
hard drive.

< Back H Mext = ] [ Cancel

You will need to install the ASECard Personalization Tool in order to personalize, re-personalize
cards, change User or Admin PINS, Enroll fingerprints and manage other card properties. The
cards you purchased may be personalized or non-personalized, in which case you will have to
personalize them before use.

Important!: If you have a previously installed version of ASECard Crypto Toolkit or CSP,
please remove it using the ADD or Remove Program windows Control Panel utility, before
proceeding with the new installation. You may be requested to restart your PC after removing
the CSP. In such a case, if you are upgrading from any version lower than 3.99, you MUST
restart your PC before installing version 4.xx of the Toolkit. In such case, make sure that your
PC is configured for Username/Password login as you will not be able to login with a smart
card after restart and until you install a new version of the Toolkit. If you are upgrading from
version 3.99 or higher, DO NOT restart the PC after removing the previous version. Following
the un-install, run the installer for version 4.xx and then restart the PC.

Please note that Administrator rights on the Local Machine are required in order to install the
Toolkit.
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Installing the Toolkit to support BIO Cards

When installing the ASECard Crypto Toolkit to support BIO Cards, you must choose
the Custom installation option:

ASECard Crypto Toolkit — Custom: This option allows the selection items that will be
installed. For example, you may not want to install the documentation and/or various Tools on
each end-user’s PC. For BIO cards you may need to select one of the following features:

a. Biometric GINA - Selecting the Biometric GINA will replace the default
Microsoft GINA that supports only Username/Password and/or PIN Smart
Card logon, with a new dialog window that will allow you to logon with
Fingerprint verification and/or PIN. Installing the GINA will require a
restart of the PC. With the current version of the Toolkit, this option is
not available on Windows Vista

b. RDP Biometric Server Components - If you plan to logon to remote
PCs, you must install this component on the PC that will act as server for
the RDP session.

c. Citrix Biometric Client Components - If you plan to use BIO cards in
the Citrix environment, you will have to install this component on the
Client PC

i ASECard-C rypto-Toolkit-40 - InstallShield Wizard

Custonm Setup lIII

Select the program Features wvou wank installed. m As E

Click. on an icon in the list below ko change how a Feature is installed,

Feak (] ipki
= ~ | Documentation =3 ure. ESCripton _
Supporting tools For use wikh

AsECard Crypko,

b

Cryplo APT Support

= PRCS#LL

_ X | Biometric GINA

_ X - | RDP Biometric Server Components This feature requires QKB an
¥ - | Citrix Biometric Client Components your hard drive, It has O of 5

subfeatures selecked, The

subfeatures require OKE on waur
hard drive.

< Back H Mext > ] [ Cancel
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When installing the Toolkit on a Server 2000/2003 you will be presented with the following
custom setup options:

i'\.%l‘ ASECardCryptoToolkit402 - Installshield ¥izard |

Custom Setup lIII

Select the program features you want installed, m As E

Click on an icon in the lisk below to change how a Feature is installed.

_________ =~ Documentation = Feature Descrip!tin:nn -
[]E Tools Allows I:n_:n establish Citrix and ROP
—_— connections from another
""""" == | Crypto APT Support machine ko this server using
--------- =~ | PECS#11 smart card and biometric
......... = ~ | Biometric GING credentials,
-------- = R4 EROF and Citrix Biometric Compaonents This Feature requires OKEB on
--------- ¥~ | Cikrix Biometric Client Components your hard drive,
Installshield

Help | < Back I Mext = I Cancel

You will need to install the ASECard Personalization Tool in order to personalize, re-personalize
cards, change User or Admin PINS, Enroll fingerprints and manage other card properties. The
cards you purchased may be personalized or non-personalized, in which case you will have to
personalize them before use.

Important!: If you have a previously installed version of ASECard Crypto Toolkit or CSP,
please remove it using the ADD or Remove Program windows Control Panel utility, before
proceeding with the new installation. You may be requested to restart your PC after removing
the CSP. In such a case, if you are upgrading from any version lower than 3.99, you MUST
restart your PC before installing version 4.xx of the Toolkit. In such case, make sure that your
PC is configured for Username/Password login as you will not be able to login with a smart
card after restart and until you install a new version of the Toolkit. If you are upgrading from
version 3.99 or higher, DO NOT restart the PC after removing the previous version. Following
the un-install, run the installer for version 4.xx and then restart the PC.

Please note that Administrator rights on the Local Machine are required in order to install the
Toolkit.
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Installing the ASECard Crypto Toolkit in Citrix and Windows Terminal Server
environment

If you plan to use a Bio Card in Citrix or Terminal Server environment, you must install the
Toolkit on both the client and server side.

When installing the Toolkit on a Server 2000/2003 the ASECard Citrix Tool will be installed. You
must use this tool to specify which applications to publish for smart card use, instead of the Citrix
SCCONFIG tool supplied by Citrix, in all cases when you install the Citrix Server and Client
components.

£h asEcard CitrixTool |
running applications - client smartcard applications lisk |
ASECard Manager .exe ASECard Manager.exe
ASECard Monitor . exe T ASECard Monikor.exe

asepCServicel, exe outlook, exe
asevCoervicesc exe
beremote. exe
CcoApp.exe
ccEvEMar.exe
ccSetMar.exe
certsrv. exe

CitrixzTool. exe -
1| i B
Additional applications:

Erowse, .. | Close

Y

s

Install the Toolkit before proceeding to chapter 2.
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2. Default Card Personalization Parameters

The ASECard Crypto smart cards require personalization before being enrolled for smart card
certificates. If you are not sure if the card is personalized, you will be able to view this info in
the Personalization or ASECard Manager Tools.

The ASECard Personalization Tool is supplied with the ASEDefault personalization profile.

The main parameters of the ASEDefault profile are:

Changing Requires

Parameter AseDefault Value Re-Personalization
Profile Name ASEDefault.ppf NO
Card Label “ ASECard” + Card Serial NO
Number

PKI Quota (reserved memory) 0 Bytes YES
Change PIN at first use No YES
(PIN) Stays valid for ... Min Not set YES
(PIN) Expires after ... Days Not set YES
Remember last x PINs X=1 YES
Generate ANSI X9.31 RSA key No YES
pairs

User PIN 11111111 NO
Verification type PIN YES
Min User PIN length 4 Characters YES
Max User PIN length 10 Characters YES
Max User PIN verify attempts 10 Attempts YES
Max unblocks of User PIN Unlimited YES
Maximum fingers to enroll Not set YES
Image Quality Not set YES
False acceptance rate Not set YES
PIN Complexity Rules None YES
Admin PIN Value 00000000 NO

ASECard Crypto for Windows User Guide
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Min Unblock PIN length 4 Characters YES
Max Unblock PIN length 10 Characters YES
Max Unblock PIN verify attempts 3 Attempts YES
PIN Complexity Rules None YES

Note: Some of the parameters above can only be changed through re-personalization of the
card which results in the loss of the credentials saved on the card.

Changing the User PIN, User Fingerprint, Admin PIN, or Card Label will not result in loss of
credentials. See more details in the following chapter.
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3. Using the ASECard Personalization Tool for PIN Cards

(see Chapter 4 for personalizing Bio Cards)

The ASECard Personalization Tool is an easy to use tool that provides the Administrator

with full control over the card security policy and various card parameters. The tool can

be used in order to:

e View card details such as Serial Number, Free Space, etc.

e Change the User and Admin PINs and set a Card Label without invalidating the
credentials stored on the card.

e Viewing, editing and creating new Personalization Profiles.

e Personalizing and re-personalizing cards.

To start the ASECard Personalization Tool:
Click Start ->Programs->ASECard Crypto Toolkit ->ASECard Personalization Tool

The ASECard Personalization Tool window appears:

& ASECard Personalization Tool

H Card Info PIM Management
4 Card label Mo Card Admin PN
L""“-\ Card state
05 wersion Lser PIM
Akhena ASEDr. .. Setial number
Total memory Biormetric
Conkiguaus menory data

Total free memory
Card schema

Biometrics enabled
Athena ASEKe. .. Profile | D

Manage Profiles. .

Personalization

L]

ASEDefaulk. ppf V|

Close

e Insert an ASECard Crypto smart card into an installed smart card reader in order to start
working with the ASECard Personalization Tool.
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The ASECard Monitor, which is a background task that monitors smart card events, will
identify that the card inserted is not personalized and will show the following warning. You
may choose not to show this alert in the future.

ASECard Monitor Warning

[ Do nat show this message again

The card that was inserted is not pesonallized.
ko personallize the card use ASECard personalization Tool

Next, the ASECard Personalization Tool window will show the inserted card details while the
smart card reader picture, on the left side of the window, will indicate that a card is inserted.

& ASECard Personalization Tool

)

7

Athena ASECr. .,

b

Athena A3EKe. ..

Card Infa

Card label

Card state Mot Personalized
05 versian 01302024

Serial number N105523190031713
Total memory 73728 Byles
Conkiguaus menory 73444 Bytes

Total free memory 73444 Bytes

ard schema

Biometrics enabled Mo

FEX]

PIM Managerment

Admin PTM

User PIMN

Biometric
data

Personalization

Profile |.ﬁ.SEDeFauIt.ppF v|

Manage Profiles. ..
Personalize

Close

= In order to personalize a card:

o Select the required Personalization Profile from the Profile pop-up list.

o Click the Personalize button.

o Note: If you are re-personalizing a previously personalized card, you will be
prompted to enter the Admin PIN. (*00000000’ is the value indicated in the default

profile).

o Wait for the “Success” message.

ASECard Crypto for Windows User Guide
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= If you would like to review, add, remove, or edit any personalization profile, click the
Manage Profiles... button.

The Profile List window appears:

Profiles List

X

Profiles
A3EDefault, ppf

Remave |[ Mew, .. ][ Madify. .. ]

Close

You may now select the ASEDefault.ppf profile and click Modify... to modify or review the
personalization parameters or click New... to create a new profile. Clicking Remove will delete
the selected profile.

Clicking Modify... or New... will launch the Manage Profile window.

Notes:

- The ASEDefault.ppf profile cannot be deleted. It can only be saved under a different name.

- Profiles are saved under the currently logged-on user directory. They are not visible from
other accounts, unless they are manually copied there.

ASECard Crypto for Windows User Guide Page 12 of 62
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The Manage Profile window is where you set the security policy and relevant parameters for
cards that you plan to personalize. There are 3 separate tabs - General, User PIN, and
Admin PIN and each is described below.

I. General Tab

X

Manage Profile

General | User PIN | Admin PIN

Profile Mame ASEDefault. ppf

Card Info
Zard label [ ]PKI Quata

Bvtes

[ ]change PIM at First use
[]3tays valid For Min
[ ]Expires after Days

Remember last | 1 PINs

|:| Generake AMSI 9,31 RSA key pairs

Cancel

Profile Name - Lets you set a hame for a new profile or modify an existing profile name.

Card Info

Card Label — The Card Label is used in order to help you identify the cards you personalize.
The label has no effect on any of the Windows smart card services. It is equivalent to the
PKCS#11 Token Label. If not set by you, the label will automatically default to the "ASECard +
Card serial number”.

PKI Quota- ASECard Crypto does not require the Administrator to allocate space for public
and private objects. The ASEPCOS card operating system manages this memory dynamically.
However, if you would still like to allocate a specific memory size only for PKI, you may select
this option and enter the memory size in Bytes. You will need a minimum of 20KByte for
normal operation, so avoid allocating less memory.

Change PIN at first use— The user will be prompted the change the User PIN at the next use of
the card. Aside from changing the PIN, no other PIN protected smart card enabled action will be
allowed until the PIN is changed to a new value. The PIN may be changed during the Windows
Logon procedure (not supported in Windows Vista).
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Stays valid for X Minutes- sets the duration in which a verified User PIN stays valid. Once X
minutes pass, the user will be asked to verify the PIN again.

Expires after X Days — Force the user to change his PIN every X days.
Remember last X PINs - Enforces a policy whereby a new PIN cannot be equal to one of the last
X PIN values (up to 16 last values can be stored on the card. For security reasons, only a HASH of

the old PIN is stored).

Generate ANSI X.9.31 RSA Key Pairs - forces the card to generate keys according to the
specified format.

II. User PIN Tab for PIN Cards

Manage Profile [g|
General | User FIN | Admin PIN

PIM walue Yerification bype

Default | | 11111111 | verification Policy: |PIN v

PIM Rules Biometric settings
Min chars Max chars
4 v| |0 v
Max atkempks Max unblocks
10 v | lunimt v

PIM Complexity Rules

Alphaturmeric pper case
alphabetic Murmeric
Lower case non Alphatlurmeric

Cancel

Verification type
Verification policy - select PIN for PIN cards (for Bio Cards, see next chapter).
PIN Value
You may select from the pop-up menu, 3 methods to set PINs during personalization:

¢ Manual - you will be automatically prompted to enter the User PIN during the
personalization process of each card.
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e Default - Each card will be personalized with the default User PIN as specified in the
Profile.

e Random - A random PIN will be generated during the personalization of the card and will
be presented to you. You must copy this PIN and save it in a safe place.

Note: If you choose Random PIN generation, you must copy the PIN value from the screen
and save it in a safe place. There is no way to recover a Random PIN, aside from noting it
down.

Random PINs are generated according to the PIN complexity rules as set below.

For example, when choosing a Random User PIN value, the following dialog will appear
during personalization of the card.

Set PIN Value X

Llzer
User PIM

Please make sure ko copy and backup St
the randomly generated User PIM in

a safe place!
R Cancel

Make sure to match the choice of PIN generation options, to your organization security policy.

PIN Rules
Min and Max chars - sets the required length of the User PIN.
Max Attempts — The number of unsuccessful consecutive verification attempts, before the
User PIN is blocked.
Max Unblocks - The number of successful User PIN unblocks allowed during the life of a

card. Reaching the maximum number will require re-personalization of the card.

Pin Complexity Rules

Enable you to apply complexity rules to the User PIN, according to your organization security
policy.

e You may change any of the parameters in the Manage Profile window to suit your
security policy. Once you have finished editing, you may save the profile under the same
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name, replacing the previously saved profile or save it under a different name
(recommended). If you click Cancel, any changes made to the current profile will be lost.

Once you decide to use a specific profile for card personalization, select it from the Profile pop-up
list in the main Personalization Tool window and click Personalize.

III. ADMIN PIN Tab

Manage Profile

X

General | User PIM | fdrnin PIN |

PIM walue

Defaut | | DOO0DODD |

PIM Rules
Min chars Max chars

4 v| |0 v|

Max attempks

PIM Complexity Rules

Alphaturmeric o pper case

Alphabetic 0 Murneric

Lower case

Cancel

Using the Admin PIN tab is similar to the User PIN tab. There are 2 main differences:

]
= =

non Alphatlumeric | g

a. Setting the Max attempts on the Admin PIN has important consequences since once the Admin
PIN is blocked, the card cannot be used any more.

Warning: Once the Admin PIN is blocked, the card can be still be used but any action
requiring the Admin PIN such as User PIN Unlock and Personalization will fail.

b. The Admin PIN value can also be set to Admin Card. Admin Card is a powerful tool for
secure card personalization and PIN unlock which is provided separately from this Toolkit.
Please contact Athena or your Athena reseller for more details regarding this feature.
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Manage Profile

| General || ser PIMN | Admin PIM |

X

PIM wvalue

Defalt | | 00000000

ranual

Flandom
Admin Card Max chars
ADES ke 10 L

Max attemnmpks

PIM Complexity Rules
Alphaturneric )

alphabetic

[ L]

Lower case

Upper case
Murneric

nan Alphahurmeric

1]

Cancel

Save

(] o]
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4. Using the ASECard Personalization Tool for Bio Cards
(see Chapter 3 for personalizing PIN Cards)

The ASECard Personalization Tool is an easy to use tool that provides the Administrator

with full control over the card security policy and various card parameters. The tool can

be used in order to:

e View card details such as Serial Number, Free Space, etc.

e Change the User and Admin PINs, Enroll biometric data and set a Card Label without
invalidating the credentials stored on the card.

e Viewing, editing and creating new Personalization Profiles.

e Personalizing and re-personalizing cards.

To start the ASECard Personalization Tool:
Click Start ->Programs->ASECard Crypto Toolkit ->ASECard Personalization Tool

The ASECard Personalization Tool window appears:

B ASECard Personalization Tool E||E|E|
H Card Info PIM Management
4 Card label Mo Card Admin PTM
— Card state
05 f.-'ersu:un Lser PIMH
Akthena A3EDr. .. Setial number
Total memory Biormetric
Conkiguaus menory data

Total free memory
Card schema

Biometrics enabled
Athena ASEKe. .. Prafile | 0

Manage Profiles. ..

L]

Personalization

SEDefault, ppF ik |

Close

e Insert an ASECard Crypto smart card into an installed smart card reader in order to start
working with the ASECard Personalization Tool.
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The ASECard Monitor, which is a background task that monitors smart card events, will
identify that the card inserted is not personalized and will show the following warning. You
may choose not to show this alert in the future.

ASECard Monitor Warning

The card that was inserted is not pesonallized.
ko personallize the card use ASECard personalization Tool

[ Do nat show this message again

Next, the ASECard Personalization Tool window will show the inserted card details while the
smart card reader picture, on the left side of the window, will indicate that a card is inserted.

B ASECard Personalization Tool ['._||E|[g|
H Card Infa PIM Managerent
Card label Admin PTM
‘r"""“'- Card skate Mok Personalized
05 .\fersmn 01302024 Lser PIM
Athena ASEDr. .. Setial number 0104540601 113023
Total memory 73728 Bytes Eiarmetric
H Conkiguaus menory &0410 Bytes data
,__“_“ Total free memory 73316 Bytes
= Card schema Personalization
Biometrics enabled Yes
fthena ASEKe. .. Profile |P~5EDeFault-ppF W |
[Manage Profiles. .. |
Personalize

Close

Note: If the Biometrics enabled label of the card does not show “Yes”, the card cannot be
used for Biometrics. Biometric cards are factory programmed to support Biometrics.

= In order to personalize a Bio Card:

o Select the required Personalization Profile from the Profile pop-up list and make
sure that the Verification Type (see below) is set to Biometric.

o Click the Personalize button.

o Note: If you are re-personalizing a previously personalized card, you will be
prompted to enter the Admin PIN. (*00000000’ is the default).
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o You will be asked to enroll fingerprints (see below).
o Wait for the “Success” message.

= If you would like to review, add, remove, or edit any personalization profile, click the
Manage Profiles... button.

The Profile List window appears:

Profiles List

X

Profiles

ASEDefault, ppf

Remove ][ Mew, .. ][ Madify. .. ]

Close

You may now select the ASEDefault.ppf profile and click Modify... to modify or review the

personalization parameters or click New... to create a new profile. Clicking Remove will delete
the selected profile.

Clicking Modify... or New... will launch the Manage Profile window.

ASECard Crypto for Windows User Guide Page 20 of 62



athe‘n\a

Smartcard Solutions M

The Manage Profile window is where you set the security policy and relevant parameters for
cards that you plan to personalize. There are 3 separate tabs - General, User PIN, and
Admin PIN and each is described below.

I. General Tab

X

Manage Profile

General | User PIN | Admin PIN

Profile Mame ASEDefault. ppf

Card Info
Zard label [ ]PKI Quata

Bvtes

[ ]change PIM at First use
[]3tays valid For Min
[ ]Expires after Days

Remember last | 1 PINs

|:| Generake AMSI 9,31 RSA key pairs

Cancel

Profile Name - Lets you set a nhame for a new profile or modify an existing profile name.

Card Info

Card Label — The Card Label is used in order to help you identify the cards you personalize.
The label has no effect on any of the Windows smart card services. It is equivalent to the
PKCS#11 Token Label. If not set by you, the label will automatically default to the "ASECard +
Card serial number”.

PKI Quota- ASECard Crypto does not require the Administrator to allocate space for public
and private objects. The ASEPCOS card operating system manages this memory dynamically.
However, if you would still like to allocate a specific memory size only for PKI, you may select
this option and enter the memory size in Bytes. You will need a minimum of 20KByte for
normal operation, so avoid allocating less memory.

Change PIN at first use— The user will be prompted the change the User PIN at the next use of
the card. Aside from changing the PIN, no other PIN protected smart card enabled action will be
allowed until the PIN is changed to a new value. The PIN may be changed during the Windows
Logon procedure (not supported in Windows Vista).
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Stays valid for X Minutes- sets the duration in which a verified User PIN stays valid. Once X
minutes elapsed, the user will be asked to verify the PIN again.

Expires after X Days — Force the user to change her PIN every X days.
Remember last X PINs - Enforces a policy whereby a new PIN cannot be equal to one of the last
X PIN values (up to 16 last values can be stored on the card. For security reasons, only a HASH of

the old PIN is stored).

Generate ANSI X.9.31 RSA Key Pairs - forces the card to generate keys according to the
specified format.

II. User PIN Tab for Bio Cards

Manage Profile [Z|
General | User FIN | Admin PIN
PIM walue Yerification bype
| | YWerification Palicy: |E=i|:-metri|: L |
PIM Rules Biometric settings
Min chars Max chars ] ’
Maximum fingers to enroll; -_ w
4 v| |0 v
Max attempts Max unblocks Image quality  False acceptance rate
10 v [oime v 51 || 1in 10000 attempts |

PIM Complexity Rules
Alphaturmeric o pper case

Alphabetic 0 Murneric

Lower case non Alphatlumeric | g

Cancel Save

]

= =

Verification type

Verification policy — you may select from the following choices:

Biometric W
PIN

Eiormetric

Eiornetric or PIM
Biometric and PIM
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PIN - Only PIN verification will be supported. (Same as a PIN Card)
Biometric - Only fingerprint verification will be supported by the card.
Biometric or PIN - Either a PIN or a fingerprint matching may be used for verification.

Biometric and PIN - Both a PIN and a fingerprint verification must be used , allowing for
true 3 factor authentication.

Biometric settings

Maximum fingers to enroll - you may choose to enroll between 1 to 10 fingers for each
card. While your actual selection will be subject to your organizations security policy, it is
recommended that a minimum of 2 fingers, one from each hand, will be enrolled in order to
provide a fallback in cases where a finger is injured or not read properly by the biometric
sensor.

Image quality - Sets the minimum threshold for image capture quality below which
enrollment of the fingerprint will not be attempted. This setting can be different for each finger
enrolled.

False Acceptance Rate (FAR) — The measure of the likelihood that the biometric system will

incorrectly accept an access attempt by an unauthorized user. The FAR is stated as the ratio of
the number of false acceptances divided by the number of identification attempts.

PIN Rules

Min and Max chars - sets the required length of the User PIN.

Max Attempts — The number of unsuccessful verification attempts, before the User PIN is
blocked.

Max Unblocks - The number of successful User PIN unblocks allowed before the User PIN is
blocked.

Pin Complexity Rules

Enable you to apply complexity rules to the User PIN, according to your organization security
policy.

¢ You may change any of the parameters in the Manage Profile window to suit your
security policy. Once you have finished editing, you may save the profile under the same
name, replacing the previously saved profile or save it under a different name
(recommended). If you click Close, any changes made to the current profile will be lost.

Once you decide to use a specific profile for card personalization, select it from the Profile pop-up
list in the main Personalization Tool window and click Personalize.
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III. ADMIN PIN Tab

Manage Profile

X

zeneral | User PIN | Adrnin PIN |

FIM value
Default | | nooooooo |

PIM Rules
Min chars Max chars

4 v| |0 v|

Max attempks

PIM Complexity Rules

Alphaturmeric o pper case

Murnetric

non Alphatlumeric | g

Alphabetic 0

]

Lower case

Cancel

Using the Admin PIN tab is similar to the User PIN tab. There are 2 main differences:

a. Setting the Max attempts on the Admin PIN has important consequences since once the Admin
PIN is blocked, the card cannot be used any more.

Warning: Once the Admin PIN is blocked, the card can be still be used but any action
requiring the Admin PIN such as User PIN Unlock, Biometric Enrollment and Personalization
will fail.

b. The Admin PIN value can also be set to Admin Card. Admin Card is a powerful tool for
secure card personalization and PIN unlock which is provided separately from this Toolkit. Please
contact Athena or your Athena reseller for more details regarding this feature.
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Manage Profile

X

| General || ser PIMN | Admin PIM |

PIM walue
Defalt | | 00000000 |

ranual

Flandom
Admin Card
ADES ke

Max attemnmpks

PIM Complexity Rules

Max chars
0

<

Alphaturneric ) pper case

alphabetic Murmeric

[ L]

Lower case non Alphahumeric | g

Cancel Save

(] o]
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4.1 Personalizing a Bio Card

Personalizing a biometric card requires the following steps:

1. Installing a biometric smart card reader.

2. Running the ASECard Personalization Tool

3. Selecting (and modifying if required) a biometric profile (see Chapter 4, above).

4. Inserting a Bio Card into the smart card reader.

5. Clicking “Personalize”

6. If the card was personalized before, you will be asked to key-in the Admin PIN
("00000000” by default).

7. The Personalization tool will walk you through fingerprint enroliment as outlined below.

Fingerprint Enroliment

After clicking “"Personalize” the ASECard Enroll dialog will pop-up and you will be prompted to
select the first finger to enroll and click “Enroll”.

ASECard Enroll

% ASECard P
= "
Athena ASEDr. Change. .
H Enrall,..
y Ta ennoll, select the first = L Erirall J
finger, and press the Enroll at hena
Athena ASEKe.|  button. e L R pf .
poe Profiles. ..
Personalize
change Label... | |NNNNNENERNRRRNNRNNNR | [ close |

The ASECard Enroll dialog will now indicate the current finger being enrolled by flashing a green
dot above the enrolled finger.
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B ASECard Enroll

B ASECard P

Change. ..

| change... |
| change... |
EEN

0§

OMNIKEY Card Change. ..

Enrall. ..

Statusz

[0

Place wour finger
f W

an the sengar

=

Schlumberger.

L

ke Profiles, ..
Select biometric reader

| Frecise Biometric Feader_0 w | Frsonalize

Athena ASEDr, Image

E— ﬁ\ Clualiby
i =P Cancel

0

=)
=
-
®
-
<)

Clase

You can select a biometric reader from the pull-down menu, in case you have more than one
installed.

The “Status” window provides instructions throughout the enrollment process.
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After placing the correct finger on the sensor, you will be asked to lift it and place it again for a
total of 2 times. Make sure to completely remove the finger before placing it again on the sensor.

B ASECard Enroll

B ASECard P

Change...

| charge... |
| charge... |
EE

u

OMMIKEY Card Change...

\
&b

I Fleaze lift up your finger

Errall...

Statuz

[

f "

=

Schlumberger,

Foe Profiles, ..

L

Select biometnic reader

| Precize Biometnc Reader_0 w | Frsonalize

h eﬁ\ Enuaaglliltay

()

Akhena B3EDr,

‘

Close

After placing the correct finger twice, you reach the verification stage for this fingerprint, as shown
below:
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ASECard Yerification

Yerfication for card labeled : ASECard #010554 7053081425

/N

Statuz

\7 A\,

Follow the instrucions of the status window.

Place wour finger
an the senzar

Select biometric reader

| Frecize Biometric Reader_[

Suskibesd

athena
S _

Cancel
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After successful verification of the first finger, you will be asked to select the next finger to enroll:

ASECard Enroll [D - @

O O
' O ‘
Dne finger is enrolled.

To enroll another one, select | at na ;
finger and press Enroll. ' Wericarg Sontioes NS

©) @)

O

The process will continue until all fingers are enrolled, up to the humber of fingers set in the
Personalization Profile, as outlined in the beginning of this chapter. At any time, you may click
“Continue” in order to skip the enrollment of one or more fingers. You will be able to continue
finger enrollment using the Biometric Enrollment tool (see Chapter 6). In any case, the card will be
regarded as “Personalized” even if no fingers are enrolled. From this point and on, Biometric
Enroliment or re-personalization of the card will require the Admin PIN or Admin Card.

If you completed the finger enrollment successfully, the following message appears:

ASECand PIN Tool

\ 1 ) The new biometric data was enrolled,

Followed by:

ASECard Personalization Tool |E|

- | J Card was successfully personalized.
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5.Changing or Unblocking the User PIN

As mentioned previously, it is possible to change the User and Admin PINs without re-
personalizing the card. There are several ways to access the Change/Unblock PIN tools.

5.1 Changing the User PIN from the PIN Tool in the System Tray
The End User may change the User PIN of her card at any time by following this procedure:

Right-clicking the ASECard Monitor icon .E in the System Tray and selecting the Manage
PIN... menu

ASECard Manager...

Biometric Enrallment. .. !

options. ..
Hide

The Change User PIN window will appear, prompting the user to enter a new PIN.

(The default User PIN on the card is: '11111111")

8 Change User PIN le

Current User PIN | |

Mew User PIM |

Canfirm new PIN |

athena

Sftdrisain sokiboids \u ClDSE

When completed, the following dialog will appear:

ASECard PIN Tool X

L] E The user PIM was changed.
L
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Please note: If the user enters a wrong PIN several times until the Maximum Attempts
number is reached (default max attempts is 10), he/she will block the card and will no
longer be able to communicate with it. In order to have access to the card again, the User
PIN will have to be unblocked using the Admin PIN.

5.2 Changing the User PIN from the PIN Tool in the Card Manager

Click Start > All Programs > ASECard Crypto Toolkit 4.x > ASECard Manager Tool and
Select Manage PIN... from the PIN menu

5.3 Changing the User PIN from the Personalization Tool

Click Start > All Programs > ASECard Crypto Toolkit 4.x > ASECard Personalization
Tool and click on the User PIN Change... button in the Personalization Tool window.

Continue and change the PIN as described in section 4.1 above.

Note: The User PIN can also be changed during normal operation of the card, whenever
the User is presented with a Verify PIN dialog box. She simply has to choose the Change
PIN after verification Tick Box and she will be prompted to change the PIN after successful
verification of the current PIN.

5.4 Unblocking a blocked User PIN

When a user enters a wrong PIN value several times until the Max Attempts parameter which
was set during the card personalization (the default is 10 attempts) is reached, the User PIN
becomes blocked and can only be unblocked using the Admin PIN.

Selecting the PIN Tool from the System Tray or the ASECard Manager menu will bring up
the following dialog:

Verify &dmin PIN (%]

Enter wour Admin PIM for the card labeled:
ASECard #0105523189180F23

I

ﬁ\ erif
athena —
SAAFIERIT SOkibosE \u Cancel

The Administrator will now have to enter the Admin PIN.

Please note that you will be presented with a different dialog if you are using an Admin Card
or other method of Unblocking.
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ASECard new PIN W=

Pleasze enter the PIM data

Fleaze enter the confirmation FIM data

The Administrator will now have to enter and confirm a new value for the User PIN.

If the Admin PIN which was entered was wrong, the following message will appear:

Card Status Window [‘5—(|

Error: Werification Failure | Mumber of retries : 2

Note: After 2 additional (unsuccessful) attempts (or as set in the Max Attempts parameter of the
Admin PIN in the profile used to personalize the card), the card will be blocked. Once blocked, the
card cannot be used or re-personalized.
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When a User PIN is blocked, the User PIN button in the Pin Management area of the
ASECard Personalization Tool will change from Change... to Unblock... as shown in the
picture below:

B ASECard Personalization Tool ['._||E|E|
H Card Info PIM Management
- Card label ASECard #01045406011 13023 Admin PIN
- ard skate Personalized
5 wersion 0130_2024
= User PIM
Athena ASED... | | | Serial number 0104540601113023 Lablosas
Tokal mernory 73725 Bytes Biometric
H Conkiguaus menory 0410 Bytes data
_ Total free memory 61584 Bytes
L““*- Card schema Yersion 4.0 Personalization
Biometrics enabled Yes
Athena ASEKe. .. Prafile #SEti'EF-ault-pF-F v |

Manage Profiles. .
Personalize

Change Label...

Clicking the Unblock... button will open the Change User PIN dialog as explained above.

6.Biometric Enrollment

Enrolling fingerprints is the Bio Card equivalent of Changing a PIN in a PIN Card. One of the main
differences is that you must enter an Administrator PIN before enrollment. You can select to
enroll fingerprints from the Personalization tool, from the ASECard Manager tool or from the
ASECard Monitor as outlined below:

Right-clicking the ASECard Monitor icon EE in the System Tray and selecting the Biometric
Enrollment... menu

ASECard Manager...
Manage PIM...

Biomekric Enrollment. ..
Options. .. k
Hide

The process of Biometric Enrollment is described in section 4.1 above.
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7. The ASECard Manager Tool

The ASECard Manager Tool may be installed on the end-User PCs or just on the
Administrator workstation, as set in the Installation options described in Chapter 1.

The ASECard Manager Tool is accessed from Start ->Programs->ASECard Crypto

Toolkit ->ASECard Manager Tool or by double-clicking its System Tray icon.

,E- ASECard Manager E“El@

File Certificate PIM Help

zeneral | Certificates & Keys

Card label

Athena ASEDr. .. Card skate

05 wersion

H Serial number

:_______“ ‘ Tokal memory:

Conkiguaus Free memary

Tokal free memory
Athena ASEKe. .. Biometrics enabled

ASECard #01045406011 13023
Personalized

0130_2024
0104540601113023

73728 Bytes

60410 Bytes

61554 Bytes

Yes

Close

The ASECard Manager Tool displays the inserted card information and enables managing of

the User PIN and viewing details about certificates and keys stored on the card.

Clicking on the Certificates & Keys tab will display information and enable managing of
certificates, following verification of the User PIN and/or Fingerprint verification.
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I
ASECard Yerification

L Enter pour PIM for the card |
= &SECard #0104540601113
()

A= =X

eled:

[ ] Change PIM after verification

Cancel Joa01113023

ﬁ Serial number
. Total mermory
: Conkiguaus Free memary

Tokal free memory
Athena ASEKe. .. Biometrics enabled

0104540601113025
73728 Bylkes

60410 Bytes

61554 Bytes

Yes

Clase

The ASECard Manager window opens and displays 2 main areas:

CAPI - This is the area of the card dedicated for saving certificates and keys according to
Microsoft CAPI specifications. Microsoft Windows Smartcard Logon and Smartcard User certificates

are stored in this area of the card, for example.

PKCS#11 - Storage area for certificates, keys, and objects that conform to the PKCS#11
specifications. PGP, Mozilla/Netscape generated certificates and keys are stored here.

Note: Containers (certificates and keys) which are created in the CAPI area are of the card are
also accessible through the PKCS#11 API (used by applications such as PGP,
Netscape/Mozilla/Firefox, etc.) however containers created in the PKCS#11 area are not

accessible through CAPI.
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Clicking once on the CAPI folder or “+" sign will open the folder to reveal its content. If a Windows
Logon or Smartcard User certificate was already downloaded to the card, the CAPI folder will
display the container name associated with the certificate.

¥ ASECard Managen :”E'E'
File Certificate PIN Help

SIGIERE RS

H igeneral | Certificates & Keys
S | soEm
(L1 e3b50226-7249-4684-86af-ef5c03ade531

Athena ASEDr ... [ PrCS#11

Close

Clicking the container label or “+" sign will further open the folder to reveal the certificate and key
stored. In the example shown below, a certificate was issued to the user “"Administrator” and a
private key is associated with this certificate and stored on the card.
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,ﬁ- ASECard Managen
File Certificate PIN Help

SIGIERE RS

H General | Certificates & Keys
-"3"“*--"‘ =3 [
=-{_1 e3b50226-7249-4684-86af-ef5c03ade531

Athena ASEDr. .. Cal Administrator <AT_EXCH:=
%" Key <AT_EXCH>
[ PrCS#11

Close

You may now use the drop down menus, Toolbar Icons, or right-click menu to perform the
following operations on the card:

- Importing certificates - enables the importing of several types of certificates, including .cer
certificates that include only the certificate itself without the private key, and .P12 and .pfx files
that include both the certificate and the private key associated with it.

- Exporting certificates - enables exporting of a certificate using the .cer format.

- Deleting objects- most objects can be deleted, unless they are part of a CAPI Default
Container. Parts of a Default Container can be deleted only after designating another container
as Default.

- Viewing certificate information - Double clicking on the certificate opens the Microsoft
Certificate viewer tool

- Refreshing the display
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Setting the Default Container

Through the drop down or right-click menus you can also set a container as the Default Container.
When a container is set as a Default Container, the certificate stored in it will be used by Windows
for Smart Card Logon.

E ASECand Manager,
File Certificate PIN Help

E\.\_‘
SIGIERS
H General | Certificates & Keys .
=4 -2z
{3 EEI:ISIJEEE T249- 4534 BBaf—efEcl]EadeEEl

fthena ASEDY,., R dzedzs 929629
) PRCS#1L

Delete

Close
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8. ASECard Manager Options...

Selecting the Options... menu from the File menu of the ASECard Manager (or right-
clicking the ASECard Monitor icon E in the System Tray) opens the ASECard Options
dialog.

Options are set either for the computer’s “Current User” or for the “Local Machine” in which
case the options set will become the default settings for each user, unless there is a specific
setting for that user.

The ASECard Options window has 3 tabs:

I. General - provides access to Certificate settings and ASECard Monitor display options.

ASECard Options

Manage ASECard settings as | Current User w

Genetal | Technical Support | Advanced

Certificate Store

Automatically remove certificates loaded From
A35ECard ko the personal certificate skore on this PC:

@ Mewver

() Upon card removal

() after days From last lnading

[ ]keep archived certificates on card

[ ]'when deleting a certificate From the store,
delete it From the card as well

Show ASECard Monikor in bray

Dispaly a warning when a non-personalized
card is inserted

[Clear Current User sekkings

Cancel

Certificate Store options

Whenever a card is inserted into a reader, the ASECard Toolkit automatically loads the
certificates found on the card to the certificate store of the currently logged-on user.
Normally, User Certificates are loaded to the Personal certificate store, and other
certificates, such as CA certificates are stored in the Trusted Root CA and Intermediate CA
stores.
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By default, when a card is removed, the certificates that were loaded when the card was
inserted are not removed from the Personal Certificate Store. You can change this setting in

the Options dialog:

() Never

i) Upon card removal

i) aFter I:I days from last loading

Archiving Certificates

Certificates loaded from the card, will not be
removed when the card is removed from the
reader. This is the default behavior.

Certificates that were loaded when the card was
inserted will be removed when the card is removed.
Note - this only applies to certificates loaded to the
Personal store.

Certificates that were loaded from a card will be
removed from the Personal certificate store X days
after the card was last introduced to the reader.

Whenever a certificate is renewed Microsoft Windows marks the certificate with the
“archived” status. In such case, it is also possible to archive the certificate on the card.

In order to view archived certificates on the card Select “Show Archived Certificates” from
the Certificate menu of the ASECard Manager.

E ASECard Manager
FIN Help

Certificate

Irnport...

¢l Show Archived Certificates

athena ASEDr..,

——— ‘ ' =[] af5e9ac-14be-4398-9bf1-73b1d522F3b2
£ Key <AT_EXCH>
Cal pavid Stern <AT_EXCH>
[ PrCs#11

o

icates & kevs

Close
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In order to view archived certificates in the Microsoft Windows Certificate Store, run the
MMC - Certificates snap-in, select 'Certificates - current user' and make sure it is
highlighted, and then View->Options, and click the 'Archived certificates' check box. The
certificates will then appear and the 'status' field will show if the certificate is archived.

[]keep archived certificates on card Whenever Microsoft archives a card based
certificate, archive on the card as well.

Deleting Certificates

By default, when certificates are deleted from the Windows Certificate Store, they
are not deleted from the card. The following option enables deleting of certificates
from the card in such case.

[ ]'when deleting a certificate from the store, = Will delete the certificates from the card if the
delete it from the card as well card is in the reader when the certificates are
deleted from the PC certificate store.
Removal of certificates requires entering the

User PIN code.

Important Note: Do not use this option if
you are issuing certificates “On behalf” of
another user. When doing so, Microsoft
Windows removes the certificate from the
store and it will also be removed from the
card.

Other options

[+] Shows ASECard Monitar in kray Will toggle between showing and hiding the ASECard
Monitor icon EBE in the System Tray.

Dispa_lv_a warning when a non-persanalized | Will toggle between showing and hiding the “non-
card is inserted personalized card” warning.

Will restore the settings for the Current User to those of
Clear Current User settings the Local Machine.

When the selecting the “Manage ASECard Settings” for the Local Machine, the above
mentioned button will change to [|Farce Lacal Machine settings  and the settings will override
all other user settings.

I1. Technical Support - enables generating, clearing and e-mailing log files.
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ASECard Options E|E|®

Manage ASECard settings as | Current Lser w |

izeneral | Technical Support |-':'-l:|van|:eu:|

Loqg File

[ ]=enerate log file

Log file name

Email Log File

Clear Current User settings

Cancel

[¥] Generate log file Will generate a log file of the ASECard Crypto Toolkit
events in the designated location.

Clear Log File Clears the log file, if exists.

R i = Attempts to open the e-mail client and attach the
generated log file so that it can be sent to Athena’s

technical support department.

Note: Log files should be created only if instructed so by a technical support representative.
After creating the log file, remove the check mark from the check box.
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III. Advanced - enables unlock of cards without logon to Windows, provides support for
Checkpoint firewall “disconnect session upon card removal” option and sets other features.

ASECard Options

Settings

on card remonal

Drvmianic Unlock Policy

Manage ASECard settings as

General | Technical Support

Show user finger print during werification
Ignore CRYPT_ARCHIVABLE Flag

[ ]5uppart Check Point WPN session disconnection

Turning on Dyvnamic Unlock Policy will allow
the user to Unlock the User PIM before
Logging an bo Yindows

(&) Allaw Dynamic Unlock
) Do not allow Dynamic Unlock,

[ ]Farce Local Machine settings

HLocal Machine

Advanced

Zancel

Settings

Shows user Finger prink during werification

Ignor CRYPT_ARCHIVABLE flag

] Suppart Check Paint YPM session discannection
on card remowval

ASECard Crypto for Windows User Guide

You can choose to display a “dummy”
fingerprint figure or the real fingerprint image
captured. Please note that when using
biometric readers that utilize Match-on-Reader
only a “dummy” fingerprint image can be
displayed.

Clear this flag if you need to generate keys
that can be archived.

Disconnects Checkpoint VPN session when a
card is removed.
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Dynamic Unlock Policy

One of the “Catch-22" situations with Windows Smart Card Logon is the fact that if one
inadvertently locks the User PIN (after too many failed attempts) she cannot logon to
Windows in order to use the PIN tools that will allow her to unblock the PIN.

ASECard Crypto Toolkit provides a unique tool that displays a PIN Unlock dialog whenever a
locked card is inserted to a reader during a Windows Logon attempt.

Does not show the PIN Unlock dialog whenever an

() Do not allow Dvnamic Unlock, )
attempt is made to use a locked User PIN.

() Al Dynamic Unlack Shows the PIN Unlock dialog whenever an attempt is
made to use a locked User PIN.

When an attempt is made to logon to Windows with a locked card and the Dynamic Unlock
option is allowed, the following Dialog will be displayed.

Log On to Windows
13
Copyright & 1985-2001 ' ™

Macrosoft Carporation

VAC: W INDOWSksystem 3 Pwinlogon. exe

The User PIM on this card is locked.
! Plzase enter the Unlack PIM and a new User PIM ar conkact wour Systenm ddminiskratar,

L
You may now receive a message From Windows that your login Failed.

Please disregard this message, remove and insert the card and Login again.

Click OK in order to continue the Unlock PIN process.
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Log On to Windows

Verify Admin PIN

g el Enker wour Admin PIM For the card labeled:
Microsoft Corporatio ASECard #0105547056080925

L= 1p m ) Py L Lo P Ql:ltiDl'IS =

You are prompted to enter the Admin PIN. Enter the correct Admin PIN and click Verify to
continue.

Log On to Windows

ASECand new PIN

Pleaze enter the FIMN data

Copyright € 1985-200
Microsoft Corporation

Pleaze enter the confirmation PIM data

= ok I
hena
=P Cancel | Opkions <«

You are prompted to enter and confirm a new User PIN. Click OK to continue.
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After clicking OK, Windows will display an error. This is actually a “delayed” message, and
should be disregarded.

Log On to Windows

l M
17

Copyright £ 1985-2001 '
Microsoft Corporation

Logon Message

' The system could not log wou on. &n error occurred trying to use this smart card.,
L3 Yau can find Further details in the event lag. Please report this errar o the swstem administrator,

Click OK, and then remove and insert the card.

The new PIN can now be entered and Windows will log you in.

Log On to Windows

Copyright € 1985-2001
Microsoft Corporation

H Cancel Shuk Do, .

Note: Dynamic Unlock is not supported in Windows Vista
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9. Smart Card User/Logon Certificate Enroliment

Following personalization of the ASECard Crypto cards, you are now ready to enroll a user for
Smart Card Logon or Smart Card User certificates. This chapter assumes that you have already
set up a Smart Card Enrollment Station as outlined in a separate document.

1 Type http://<host>/certsrv into the Address field of Microsoft Internet Explorer and press
Enter.

2 The Microsoft Certificate Services Welcome page will appear. Click on Request a
certificate.

23 Microsoft Certificate Services - Microsoft Internet Explorer, |Z”E|E|
Fil= Edit Yew Favorites Tools Help f ,'
e Back = \_)' \ﬂ @ __lj 7 ) Search \‘{/"\'( Favorites e} < - .,__’-_; .i] -

.ﬁ.c_ldress| oskfcertsry,

thps:floc g [ v| Go  Links ¥
'GDL'JgIBvl V| [C| search -~ @ g Faoelank o L Ehsoblocked | A5 Check - e options & - & snaale 2

Microsoft Certificate Services - AthenaCA

Welcome

lse this YWeb site to request a certificate for wour Web browser, e-mail client, or other program. By using a cerificats, you can verify
your identity to people you communicate with over the Web, sign and encrypt messages, and, depending upon the type of certificate
Yol reguest, perform other security tasks.

You can also use this Web site to download a cerificate authority (CA) certificate, certificate chain, or cerificate revocation list
[CRL), or to view the status of a pending request.

For more information about Centificate Services, see Certificate Services Documentation.

Select atask:
Eequest a cerificate
Wiew the status of 8 pending certtificate reguest
Download a CA certificate, certificate chain, or CRL

@_bl é & Trusted sites
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The Request a Certificate page will appear

2} Microsoft Certificate Services - Microsoft Internet Explorer

File Edit View Favorites Tools Help

eBack = @ < @ @ _h /':_j Search “E;'\'S-’Favorites E} [‘j;{- ..:\&,, e -

Address | https: {flocalhostfcertsry frertrqus. asp

v| Go Links *

Google - |

v| [C| search -~ @ g Famelank o Ehsoblocked % Check -

EOptions é’ @ - @Snaglt |—5"

Search Your Computer

Microsoff Certific:

Request a Certificate

Select the cerificate type:
User Certificate

Or, submit an advanced certificate request.

é @ Trusted sites

Click on the advanced certificate request link.

ASECard Crypto for Windows User Guide
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The Advanced Certificate Request page will appear

2l Microsoft Certificate Services - Microsoft Internet Explorer

(=]

X
o

U

File Edit ‘iew Favorites Tools  Help

OBack - L) \ﬂ @ _;j /_\J Search ‘:;/'1‘\'( Favarites e} [_'\- .,___\_.,_; .i.l -

Address | https: {flocalhostjcertsry/certrgad, asp Vl Go  Links **
Gonglcv| v| |G| search ~ @ g FaoeRank o0 Ehzoblocked "5 check - B options & & - © snagt 2

Microsoft Cenificate S ez - AthenaCa

Advanced Certificate Request

The policy of the CA determines the types of certificates you can reqguest. Click one of the following options to;
Create and submit a request to this CA.

Submit a certificate request by using a base-B4-encoded CWMC or PKCS #10 file, or submit a renewal request by using a base-
Ed-encoded PKCS #7 file.

Request a cerificate for a smart card on behalf of another user by using the smart card certificate enrollment station.
Mate: ¥ou must have an enrollment agent cerificate to submit a request on behalf of another user.

é & Trusted sites

Click on the Request a certificate for a smart card on behalf of another user using the
smart card enrollment station link.

The very first time you use the Smart Card Enrollment Station, a digitally signed Microsoft®
ActiveX® control is downloaded from the Certification Authority server to the enrollment station

computer. To use the enrollment station, select Yes from the Security Warning dialog box to
install the control.
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The Smart Card Certificate Enrollment Station page will appear

2N Microsoft Smart Card Enroliment Station - Microsoft Internet Explorer,

File Edit Wew Fawvorites Tools  Help

eEack D Iﬂ @ _;j /__\J Search iﬂ:ﬁFavorites &} [_\’v :_\; < _J ﬁ b

Address | https: {flocalhosticertsry/certsces, asp h | Go | links ¥ 6 Snaglt (&'

Coogle - | (G| Search - Oblocked "% Check - N Cptions /_“.'
of

Microsoft Cerificate

Smart Card Certificate Enrollment Station

Enrollment Options:

Cerificate Ternplate: | Srnartcard User

Certification Authority: |§

Cryptographic

Sewice Provider:

Administrator ‘ [
Signing Certificate:

| Athena ASECard Crypto CSP |

Select Certificate I

User To Enroll:

| H Select User. ]
Status:
Flease inser the user's smart card into a reader and then press 'Enroll
@ é @ Trusted sites

Select the following items from the drop-down menus:

e Smartcard Logon or Smartcard User Certificate Template.

e The Certification Authority.

e The Athena ASECard Crypto CSP

e Click the Select Certificate... button and select Administrator Signing
Certificate (select only one from the list) click OK.

e Click the Select User... button and select the user name you would like to enroll
and Click OK.

e Insert a personalized ASECard Crypto smart card into the smart card reader.

Click Enroll to start the enrollment process.
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The ASECard PIN Entry or Fingerprint Verification dialog will appear.

Type in the PIN, and click OK (The default User PIN for ASECard Crypto is '1111111") or
place a correct fingerprint on the sensor. In case of a PIN Card, the following dialog is

used.

ASECard Verification =3

Enter your PIM far the card labeled:
ASECard #0105547058080923

[ ] Charge PIM after verification

" | ety |
athena -
e )P Cancel

Depending on whether “Change PIN at first use” policy was selected in the Personalization
Profile which the card was personalized with (the default is NO, see Chapter 2), The
ASECard PIN Entry dialog may appear, requesting the user to enter and confirm a new
User PIN.

The user may also mark the Change PIN after verification check box in order to be
prompted for a PIN change. In both cases, the following dialog will appear.

ASECard new PIN =3

Current uger FIN | |

Mew uzer PIM | |

Confirm rnew PIM | |

athena
SR Solubaid \\u I:IDSE

Enter a New PIN and confirm it, and the enroliment will take place.

If successful, the Smart Card Enrollment Station informs you that the enrollment is
completed. The smart card is now ready for use. You can either view the certificate by
clicking View Certificate or re-start the process for a new user by clicking the New User
button.
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10. Logging on with an ASECard Crypto PIN Smart Card

After enrolling a card in the smart card certificate enroliment station, as described in Chapter 9

you will be able to logon to a Windows 2000 Server or Server 2003 using a smart card and a
User PIN.

If the client PC has been properly configured with a smart card reader, the Welcome to
Windows dialog box will display the figure of a smart card reader, in addition to the standard
keyboard figure, as shown below.

Log On to Windows

Copynght ©.1985-2001
Microsoft Corporation

W oA
Q (iilly Insert card or press Chil-At-Delet= t1 begin,

Crrl-it=Dal helps beee vorr nassword cerrs. Click Help Fre more information.
Help

For smart card logon the user only needs to insert the smart card into the reader and when
prompted, enter the User PIN, in order to logon to the PC and network.

Log On to Windows

Wmdov‘

' .. Professional

[ 0K J [ Cancel J Shut Do | Options <<
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11. Logging on with an ASECard Crypto Bio Enabled
Smart Card

When trying to logon to Microsoft Windows with a biometric enabled ASECard Crypto card, the
following dialog is presented. The user will then have to present a correct fingerprint in order to
logon to her workstation.

ASECard Yerification

Follows the instrucions of the status window.
Statuz

I Flace your finger

Select biometric reader

| Precize Biometric Reader_0 L

SIS SoliboRd

athena
P
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12. Policy Settings for Smart Card removal behavior

You can set different policies to define smart card removal behavior. Defining these require
setting Domain Security Policies on the Domain Controller.

Click Start > Settings > Control Panel >> Administrative Tools >> Domain Security
Policy, the following dialog box will appear.

I:m Default Domain Security Settings _ lnlil

File Action Yiew Help

&= | BEmE X EE @

@ Security Settings Palicy  / | Polic Suil
g Account Policies &%) Domain member: Maximum machine account password age Mot Def
E‘ v LcaI Policies Demain member: Require strong {Windows 2000 or later) session key Mok Def
! gl Audit Pelicv ) Interactive lagon: Do not display last user name Mat Def
; ;l:zrif'g;t?;:fnment Interactive lagon: Do not require CTRL+ALT+HDEL Mat Def
& ﬁ Evert: Log Interactive logon: Message text For users attempting to log an Mat Def
-8 Restricted Groups Interactive logon: Message title For users attempting to log on Mok Def
@ System Services Interactive logon: Mumber of previous logons ko cache (in case domain controller is not available) Mot Def
08 Registry Interactive logon: Prompt user to change password before expiration Mok Def
{28 File System Interactive logon: Require Domain Controller authentication to unlock workstation Mok Def
Y wireless Mebwork (IEEE 802.11) P Interactive logon: Fequire smart card Mk Def
[Z Public Key Palicies o & ef]
t [2) Software Restriction Policies Micreseft network client: Digitally sign communications (always) Mok Def
,g IP Security Policies on Active Dire Micreseft network client: Digitally sign communications (if server agrees) Mok Def
Micreseft network client: Send unencrypted password to third-party SME servers Mok Def

Micreseft nebwork server: Amount of idle time required before suspending session Mok Def
Micrcscft nietwork server: Digitally sign communications (always) Mat Def
Micreseft nietwark server: Digitally sign communications (if client agrees) Mat Def
Micreseft network server: Disconnect cients when logon hours expire Mok Def
Netwerk access: Allow anonymous SI0DfName translation Mok Def
Netwerk access: Do not allow anonymous enumeration of S4M accounts Mok Def
Netwerk access: Do not allow anonymous enumeration of SAM accounts and shares Mok Def
Netwcrk access: Do not allow storage of credentials or JMET Passports For network authenticat, .. Mot Def

Netwerk access: Let Evervone permissions apply bo anonvrmous users Mat Def =

‘I I _}I ‘:'I LW S PPN RPN | PP [ TS B Sy Sppp—— .......J__._.......I.I.. !\I.I.I'H—I

Double-click on Local policies, and then on Security options and choose smart card removal
behavior in the window on the right. Right-click on it and choose Properties which brings up the
following dialog box.

ASECard Crypto for Windows User Guide Page 55 of 62



athe‘n\a

Smartcard Solutions N
Interactive logon: Smart card removal behayi 2=

Securnty Policy Setting |

A Interactive logon: Smart card removal behavior

L=

¥ Diefine this policy setting

N-:u Action j

H 1
Lock ‘warkstation
Force Logoff

k. I Cancel Apply

There are three options available. Choose one of the options and click OK to set smart card
removal behavior for the Domain.

Note: If the Security Policy is not defined on the Domain the choice can be made by the individual
user on a local basis from workstation to workstation
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13. Locking & Unlocking a PC upon card removal

If set properly as described in Chapter 12, you can lock a Windows XP computer simply by
removing the card from the reader. The following window is displayed:

#
Unﬂcg EDITIPI.I!EI'

Copyright @ 1985-2000. ’ .. Professional

Microsoft Corporation

& This computer is in use and has been locked.

only marki@E@Athena Local (Mark Williams) or an administrator can
unlack this computer,

Liser namme: | mark i@ Athena Local |

Passwiord: | |

Carcel | [ Cptiona 23]

To unlock a Windows XP computer:

Re-insert your smart card. The Unlock Computer dialog box opens.

A

m
. Microsoft -
~ Windows

Copyright © 1985-2001 ’ .. Professional

Microsoft Co rporation

PIN: | |

[ Ok ] [ Cancel

Enter your User PIN and click OK to log back on.

Windows Vista Note: In Windows Vista, you may need to start the Smart Card Removal Policy

service in order to activate the lock screen upon card removal option.
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14. Advanced Installation Options

Command line Parameters

Default value: 0 - Reboot if needed post installing. For instance, when Gina support is installed.
When set to 1 no reboot will take place post installation.

Command line:(Install Boot - Do not reboot post installing)
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" IBOOT=1

Default value: 0 - Reboot post uninstalling.

When set to 1 no reboot will take place post uninstallation. This option gives the user an
opportunity to install a new Toolkit before rebooting in order to have the Toolkit installed on the
next boot to enable smart card logon.

Command line:(Uninstall Boot - Do not reboot post uninstalling)

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" UBOOT=1

VERIFICATIONTYPE

Default value:None - RegKey verificationtype will not be installed if the parameter is not set
When it is set, regkey will be installed with the value which was set.
Command line:(Verification type - will be installed and set to 10 (hex))

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" VERIFICATIONTYPE=10

INSTALLMANGEPIN

Default value:1

Optional parameter which defines if the ASECard Manage PIN will be installed. O - do not install 1 -
install.

Command line: (Do not install ASECard Manage PIN).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLMANGEPIN=0
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INSTALLMONITOR

Default value:1

Optional parameter which defines if the ASECard Monitor will be installed. 0 - do not install 1 -
install.

Command line:(Install ASECard Monitor).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLMONITOR=1

INSTALLDOC

Default value:1

Run setup without installing documents

Command line:(Run setup without installation of documents).

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLDOC=0

INSTALLRDPSERVER

Default value:0

Run setup without installing the two services which enable RDP server support
Command line:(Run setup without installation of RDP server).

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLRDPSERVER=0

INSTALLGINA

Default value:0

When it is Set to 1, Gina components will be installed.

Command line:(Install Gina components).

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLGINA=1

INSTCITRIXCLIENT
Default value:0
When it is set to 1, and Citrix client is installed, Citrix components will be installed.

Command line:(Install Citrix components).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTCITRIXCLIENT=1
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DELCERTSTORE

Default value:0

When it is Set to 1, every time an ASECard Crypto certificated is deleted from the store,
it is deleted from the card too.

Command line:(Set certificate to be deleted from the card if it was deleted from the root store).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" DELCERTSTORE=1

KEEPARCVCERT

Default value:0

When it is set to 1, every time a certificate is marked as archived, it is marked as archived on the
card too. Otherwise it is deleted from the card.

Command line:(Set certificate as archived).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" KEEPARCVCERT=1

DELCARDCERT

Default value:1

For all values other than 0, every time a certificate is deleted from the card, it is deleted from the
root store as well.

Command line: (Do not delete certificate from the store even if it was deleted from the card).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" DELCARDCERT=0

LOADROOT

Default value:0

Set registry entry for uploading root certificate to the root store if it exists on the smart card.
By default it will not be loaded to the certificate store.

Command line:(Set load root to upload certificate to the root store).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" LOADROOT=1

CPSUPPORT

Default value:0

Set registry entry for supporting Check Point.
By default Check Point is not supported.

Command line: (Set support for Check Point).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" CPSUPPORT=1
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CERTPOLICY

Default value:NONE

Set registry entry for controlling the number of days certificates will be kept in the certificate store
before being deleted.

By default it will be installed and set to empty string.

Command line: (Cert policy to 5 days).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" CERTPOLICY=5

SHOWICONTRY

Default value:1

Set registry entry to control the appearance of the Sys tray Icon.
By default it will be installed and set to 1.

Command line: (Do not show icon in tray).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" SHOWICONTRY=0

INSTALLCITRIXUTIL

Default value:1
Optional parameter which defines if Citrix util will be installed. 0 - do not install 1 - install.
Command line: (Do not install Citrix util).

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLCITRIXUTIL=0

INSTALLPERSO

Default value:1

Optional parameter which define if the Personalization Tool will be installed. 0 - do not install 1 -
install.

Command line: (Do not install Personalization tool).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLPERSO=0

INSTALLMANAGER

Default value:1

Optional parameter which defines if the ASECard Manager will be installed. 0 - do not install 1 -
install.

Command line: (Do not install ASECard Manager).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLMANAGER=0
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INSTALLOPTIONS

Default value:1
Optional parameter which defines if ASECard Options will be installed. 0 - do not install 1 - install.

Command line: (Do not install ASECard Options).
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLOPTIONS=0

GINASUPPORT

Default value:1

Defines if Gina support will be installed or not. By default it is set to GINASUPPORT=1, with Gina
support.

If no parameter is passed Gina support will be installed.

Command line: (Do not install Gina support):

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" GINASUPPORT=0

ORIGBIOFINGPRINT

Default value:1

Define if a real time image of the fingerprint will be displayed in the dialog or only a static image of
a “dummy” fingerprint.

Command line: (Show real fingerprint image):

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" ORIGBIOFINGPRINT=1

ALLOWUNLOCK
Default value: 1 - Do not allow dynamic unlock.
When set to 2 dynamic unlock is allowed.

Command line:(Allow dynamic unlock)
msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" ALLOWUNLOCK =2

Combination of parameters

The parameters can be combined into a single command line:

Command line: (Do not install ASECard Options, install ASECard Manager and set Check Point
support).

msiexec.exe /i "[PathToMsi]\ASECard Crypto Toolkit X.X.msi" INSTALLOPTIONS=0
INSTALLMANAGER=1 CPSUPPORT=1
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