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INSTALLING AND USING YOUR SECURE EMAIL CERTIFICATE WITH OUTLOOK EXPRESS 5 & 6

ASSIGNING YOUR CERTIFICATE TO YOUR EMAIL ACCOUNT:

Open Outlook Express
Select Tools from menu

Click Properties
Click the Security tab

Nou,swnNe

Email Certificate.

Select Accounts from drop down menu
In dialog box that appears select Mail then select your relevant email account

8. Click OK to return to Outlook Express

&9 Outlook Express

Click Select Signing Cert. From the popup Certificate store box locate and select your Secure
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| General || Servers || Connection | Security .ﬂ-.d'-.-'anc:ed|

Signhing certificate

Select the signing certificate below. Thiz will determine the digital
ID uzed when signing messages with thiz account.

Certificate: | [ Select. . ]

Enciypting preferences

Select the encryption certificate and algorthm. These are
luded with pour digitally zigned meszages so/fthers can zend
ebcrypted mail to you with these settings.

Certificate: | / | | Select. ..

Algorithm: |3DES / >

/

Click Select

Select Default Account Digital ID

Select the certificate wou want to use.,

Issued ko Issued by Intended P...  Friendl na...  Expiration ...

= WIS

Client fiuth... Mone

[

| @

L oK ” Cancel H Wiew Certificate ]

Click Ok

Notes: If you don’t have any certificate in the window, please go to FAQ on WISeKey website’s.
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*= pop Properties

| General || Servers " Conng ti0n| Security Advanced|

Signing certificate

Select the zigning certificate below. Thiz will determine the digital
1D uzed whenh sighing meszages with thiz account.

Certificate: John Does | L Select... J

Encrppting preferences

Select the encryption certificate and algorithm. These are
included with pour digitally signed messages so others can send
encrypted mail to pou with these settings.

Certificate: | | Select...

&lgorithm: |=DES |

[ Ok ] [ Cancel ] [ Apply ]

Click Ok

SIGNING AN EMAIL:

Signing an email ensures the recipient knows the email has come from you and informs the
recipient if it has been tampered with since being signed.

1. Compose your email and attach files as usual
prT Al
ol B W e AR SR
2. Click Sign button E o

3. Click Send button
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SIGNING PROCESS

Hash value

Message Mesage Sender’s encrypted Encrypted
body ——# hash — private key —» with cenders — hash value —# Message
captured calculated retrieved private key appended Sent

& B @ q gL g

Warning: the encryption function has deliberately not been used and this is not integrated into the
digital certificate used.
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