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ENABLE MAIL CERTIFICATE

WI1S@key

Once you have successfully deployed the certificates to the users, each user must configure his or her e-mail application
to use the mail certificates for S/MIME protection.

The following section details how to enable S/MIME security in:

Outlook
Outlook Express

Outlook Web Access (OWA). You will only be able to sign and encrypt message if you have your private key and the recipient public key

Open your Outlook

stored on the local machine.

On the “Tools” menu, click “Options”
In the “Options” dialog box, on the Security tab, click “Settings”

Options

Preferences | Mail Setup | Mail Format | Spelling | Security | Other | Delegates

Encrypted e-mail

9& [JEncrypt contents and attachments For oukgoing messages
[]add digital signature ko outgoing messages

Send clear text signed message when sending signed messages
[Jrequest S/MIME receipt For all S{MIME signed messages

Setkings. ..
Security Zones

& Security zones allow vou to customize whether scripts and active
content can be run in HTML messages.,

Zane: |= Restricted sites e | [ Zone Settings. ..

Download Pictures

[ Change Automatic Download Settings. .. l

Digital IDs (Certificates)

= Digital IDs or Certificates are documents that allow you ko prove vour
identity in electronic transactions,

[ publishtoGaL... | [ mport/Export... | [ et & Digtal ... |

O l[ Cancel l[ Apply

l
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¢ Click on the “Choose” buttons. (both)

Change Security Settings

Security Setting Preferences

Security Settings Name:

| vl

Cryptography Format: | 5/MIME ! |

[l Default Security Setting For this cryptographic message format

Default Security Setking For all cryptographic messages
[Secgrity Labels, .. ] [ W= Delete Password. ..

Cerkificates and Algorithms

Signing Certificate: | | [ Choose. ., ]

Encrypion Cerkificate: | | [ Choose, .. ]

Send these certificates with signed messages

Ok l [ Cancel

Select the Certificate

Click on OK

Select Certificate

Select the certificate wou wank to use,

Issued o Issued by Intended P... | Friendly na...  Expiration ...

25.07.2005

B2 1o0hn Doe CerkifvID 5., Secure Emal  Mone 25.07,2005

|

bl

[ Ok, ” Cancel ][ Wiew Certificate ]
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Click on OK

Click on OK

WI1S@key

Enter a name in the “Security Setting Name” field

Change Security Settings El

Security Setking Preferences
Security Settings Mame:

| John Doe L |

Cryptography Eormat: |S||'MIME M |

[l Defaulk Security Setting For this cryptographic message Formak

[SEEQrity Labels. .. ] [ e

Certificates and Algarithrs

Signing Certificate: | | [ choose... |

Hash algorithm: 5HAL v

Encryption Certificate: | | Choose. ..
|3DES v|

Send these certificates with signed messages

Ok ] [ Cancel

Options

Preferences | Mail Setup || Mail Farmat | Speling | Security | other | Delegates

Encrypked e-mail
9‘;@, [ Encrypt contents and attachments For oukgoing messages
i Add digital signature to outgoing messages
Send clear text signed message when sending signed messages
[ request SJMIME receipt For all SiMIME signed messages

Default Setking: |J-:.hn Dioe w | [ settings. .. |

Security Zones

: Security zones allow you to customize whether scripts and active
content can be run in HTML messages,

Zane: |= Restricted sites h | [ Zone Setkings. .. ]

Download Pickures

[ Change Automatic Download Setkings. .. ]

Digital IDs {Certificates)

= Digital IDs ar Certificates are documents that allowve wou to prove waour
identity in electronic transactions,

[ publishto GAL... | [ ImportjExport... | [ Get a Digital ID... |

[ Ok ] [ Cancel ] [ Apply
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SIGN A MESSAGE

WI1S@key

#
Create a new mail, the Certificate will automatically be sent with the message. is selected.

£ Signed e-mail test - Message

: ) attach as Adobe FDF !

i Fle Edit Wew Insert Format  Tools  Table  indow Help

= B YA W NN A P

This is a signed test message.
Regards,

John Doe

iDraw~ L+ | Agtoshapes S w [ 0 A | o (8] [ | S - o - A - =

i a| o | B L U =

iidsend | ) - |f B[ =d 7B | ¥ || [ options.. - | HTML

L T, ACMEsupport@acme. com

e ...

Subject: Signed e-mail test
—1
A

Hella, —

READ A SIGNED MESSAGE

e Open the received mail

¢ Click on the Certificate button (middle-right) 2

B Sicned e-mail test - Message (HTML)

Copyright © 2000-2009 WISeKey SA

: File Edik wisw Inserk Formak Tools Ockions Help
£ o Forward B i =], s | B u | = = = = := = [&
From: john.doe@wisskey.ch Sent:  mer. 27.04,.2005 16:351
To: SCMEsupporti@acmme . .corm
Lol
Subject:  Signed e-mail tesk
Signed Byw: John.doe@wisekey.ch .ﬂ.
Hello,
This is a signed test message.
Regards,
John Doe
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Click on Details

WI1S@key

Digital Signature: Valid

Subject: Signed e-mail tesk
From: john.doe@wisekey.ch

a The digital signature on this message is Yalid and Trusted.

Far mare infarmation abouk the certificate used ta digitally sign

the message, click Details,

[ ]'arn me about errors in digitally signed e-mail before message opens.

¢ Select the “Signer” level

Click on “View Details” to view the Certificate details

Message Security Properties [5__<

E Subject: Signed e-mail test

Messages may conkain encryption and digikal signature layvers, Each digital
signature laver may conkain multiple signatures.

Security Layers
Select alaver below ba wiew its description,

w" Subject: Signed e-mail test:
«" [igital Signature Lawer
el iohn . doe@wisekey .ch

Descripkion:

QK Signed by krutz@wisekey.ch using R3ASHAL at 16:31:04
27.04,2005,

Click. arvy of the following buttons ko view maore information about oF make
changes ko the selected layer;

| EditTrust.. || wiewDetails... || Trust certificate Authority... |

[ ]wwarn me about errors in digitally signed e-mail.
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Certificate Detail

¢ Click on “View Certificate”

Signature

General | Details |

WI1S@key

Signature Information

Message format:
Signed by:
Signature status:
Signing time:

Digest algorithm:

=/ IME]
john.doe@wisekey.ch
] 4

16:31:04 27,04, 2005

SHAa1

Signature algorithm: R54 (1024-hits)

==z4 Certificate Information

Issued by:

Certificate status:

CertifyID Secure Email Pilok Ca 1

Ik,

Wiew Certificate. .. ]

Close

Certificate view

View Certificate

General | Details | Certification Path | Trust |

B - -
Certificate Information

This certificate is intended for the following purpose(s]:
* Pratects e-mail meszages

Issued to:

John Doe

lssued by: CertifvlD Secure Email Filot CA 1

¥alid from 01.04.2005 vo 30.06.2005
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ENCRYPT A MESSAGE

¢ Click on the encryption symbol g to send an encrypted message to a person.

£ Encrypted e-mail test - Message (HTML) : §|E|
: Fle Edit Wew Insert Format Tools  Actions  Help
i:dsend | Accounts~ | bl S| 4| 0 |G & | ¥ |7'""J Ei@SnagIt 21" | window Ml -
: il - 10 4&|BIE|§§%EE%E§?§?1—Z!
l To... ] |.ﬂCMEsuDDDrt@acme.com |
e [ |
Subject: |Encr‘;.f|:uteu:| e-mail test |
Hello,
This is an encrypted message.
Regards,
John Doe

Note: You must first have the Public Key of the recipient before sending an encrypted message. If you are sending an
encrypted message to a person within your domain (through Active Directory), the public keys are available
automatically. If you whish to send an encrypted message to another person, this person must send you a signed
message before hand and you will then need to store the certificate and public key in your contact list as follow:
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STORING A PERSONS CERTIFICATE

¢ Open the received signed message

B Signed e-mail test - Message (HTML)

WI1S@key

! Fle Edt Wew Insett Format  Tools  Actions  Help

CuReply | aReply toAll | 3 Forward | (4 o [ S | ¥ [ X | @ E S snaglt [ | window

From: ACMEsupport@acrie.com Sent:

T
Cc:
Subject:

John Doe

Signed e-mail test

Signed By: ACMEsupport@acre.cam

mar, 25.04,2006 16:44

Hella,
This is a signed message.

Regards,
ACMEsupport

Right click on the sender’s address
Select “Add to Outlook Contacts”

B Signed e-mail test - Message (HTML)

I File Edt Wew Insert Format Tools  Actions  Help

.EL}R_eply |v_-3Replyt0A|_| | bgh Forward | &4 =3 [ 24 | ¥ |l§| X | @ !E@Snaglt &' | windew

Senk:

SUppO

ACMEsupport@acre . com

rar, 25,04, 2006 16:44

Tot Jahn Doe
Ge Free For next § hours
Subject:  Signed e-

Cffice Location Mot Available
Signed By:  ACME

Call 3

21 Send mail to{ ACMEsupport)

Hello,

Additional Actions

This is a signed [

Create Rule. ..

|_s_='| Add ko Outlook Contacts. ..
Regards,
ACMEsupport 4= Lookup Outlook Contact,..
Cutlook Properties. ..
B3 Copy
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e Click on the “Certificates” tab and verify the entry
e Click on “Save and Close”

FE Kevin Rutz - Contact

i Fle Edit Wiew Insert Format  Tools  Actions  Help
i saveandclose gy [ & 0l | ¥ 8 0 S| e - oo - | ak !E@SnagIt 12" |, window -

General || Dietails || Activities || Certificates | &l Fields |

Outlaok will use one of these certificates to send encrypted mail ko this contact.
‘ou can get a certificate by receiving digitally signed mail Fram this contack or by importing a
certificate file For this conkact.

Certificates {Digital IDs):
CME suppontidef; i

Set as Default

Expott. ..

Renmaove

READ AN ENCRYPTED MESSAGE

¢ Open the received encrypted mail

e Click on the Encryption ﬂ button

B Encrypted e-mail test - Message (HTML)

! Fle Edit Wew Insert Format  Tools  Actions  Help

E&Beply | aReply ko All | &;Forﬂard | = MEE] | A d | X | @ ! eSnagIt p_vr' | Window hl
From: ACMEsupport@acre.com Sent:  mar. 25.04, 2006 16:41
To:  John Doe
Cc:
Subject:  Encrypted e-mail test ﬂ
Hella,

This is an encrypted message.
Regards,

ACMEsupport
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¢ Click on “View Details”

Message Security Properties El

E Subject: Encrypted e-mail test

Messages may contain encryption and digital signature lavers, Each digital
signature layer may contain multiple signatures,

Security Layers
Select a laver below to view its descripkion,

Description:

Ok Prokected by 168 bit 3DES encryption. Encrypted For
krutzi@wisekey.ch.

Click arvy of the Following butkons o views more information about or make
changes to the selected laver:

| EditTrust... || view Detaik... Trust Certificate Authority. .

Warn me about errors in digitally signed e-mail.

You can see the encryption details

Encryption Walkd Encryption
General | Details| | General | Dietails |
Show:
m Encryption Information Field Value
Message format: S /MIME] [Eversion V3
EKBY Exchange Algorithm RSA
Encryption status: o4

Content encryption algorithm: 3DES (168-bits)

Key exchange algorithm: RSA (1024-bits)

——:4 Certificate Information

Issued by: WSekey Pilok CA

View Certificate. .. Wiew Details,..
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ENABLE S/MIME SECURITY IN OWA

In order to send and receive signed and encrypted messages, you must first install the Outlook Web Access Security

options.

e Click on the “Options” button = (at the bottom left)
o Select the Security section and click on the Install button
o Follow the procedure as described in the installation windows.

£i Outlook WebAccess [ Options

Ej Diossiers b H Erregistrer ek fermer | Fermer | &) Aide
o {5 Kevin Rutz A Choisissez la langue du dictionnaire gui sera utilise pour weritier [orthagraphe
fﬁ Calendar (1} | Anglais (E.-1.) w |
& Contacts
+ @ Deleted Items (41 securité de la messagerie
7 Drafts [3
-4 . 3] . [ Crypter le contenu des messages et des pigces joinkes pour les messages sorkants
| Eléments envoyés ~
H L:] M (96) |:| Ajouter Une signature numerigue aux messages sorkants
i Journal Cliquez ici pour installer la dernigre version du contrdle SIMIME, Lorsque |a baite de dislogu
g Junk, E-mail = e
J Notes [ Reinstaller ]
) Cutbox
L% Confidentialité et protection contre le courrier indésirable
= Sent Items
¢ —— | & 15 q Filerer le courrier indésirable, Werifiez réguligrement le dossier Courrier indésirable poy
= = = solhaiteriez conserver,
[————rrrrr— |
PRI - : ’ — .
= :ﬁ 84 v Li‘;} 2] [Gerer |es listes d'expéditeurs proscrits., ]
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SIGNING PROCESS

Message Mesage Sender’s Zigcgﬁg; Encrypted
body ——# hash — private key —» with cenders — hash value —# Message
captured calculated retrieved private key appended Sent

& B @ q gL g

Warning: the encryption function has deliberately not been used and this is not integrated into the
digital certificate used.
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