WIiSE@key

DIGITAL SIGNATURE & WISEARCHIVING POUR

Setup for Lotus Notes (English)

Date: 15 July 2009
Document: Manual Lotus Notes English V 1.1.doc

Authors: WISeKey SA



WI1S@key
TABLE OF CONTENTS

Installing and Using your Secure Email Certificate With LOtUS NOTES ......cccueiiiiriiniiiieiinientee et 3
) F=d T LT o] ool =E PPN 10

Copyright © 2000-2009 WISeKey SA Page 2 of 10



WI1S@key

INSTALLING AND USING YOUR SECURE EMAIL CERTIFICATE WITH LOTUS NOTES

TO INSTALL THE APPLICATION, FIRST MAKE SURE YOU OBTAIN THE CORRECT DRIVERS ON THE WEBSITE:

CONNECT THE SMARTCARD READER TO YOUR PC AND DOWNLOAD THE DRIVER SCR3xxx_4.31_4.39.zip

ONCE THE SMART CARD READER SUCCESSFULLY INSTALLED, YOU CAN INSERT THE SMARTCARDAND START THE
DRIVER’S INSTALLATION.

THE SMATCARD DRIVER IS NAMED ASECARD-CRYPTO-TOOLKIT-40.MSI, YOU CAN START THE INSTALLATION
BY DOUBLE CLICKING ON IT. AND FOLLOW INSTRUCTIONS

THE PIN CODE FOR YOUR CARD IS BY DEFAUT 1234
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Step 1 - Install SmartCard Reader driver [Install]
Step 2 - Install SmartCard driver [Install, Manual]

Step 3 - Mail Setup & User Guide [Manual]
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Step 1

Step 2

Step 3

Bienvenue dans |'Installshield Wizard pour
SCR3xxx Smart Card Reader.

Selectionnés 1 fichier, 62Ko

L'InstallShield(R) Wizard va installer SCR3we: Smart Card
Reader sur votre systéme, Pour continuer, diquez sur Suivant,
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ATTENTION : Ce programme est pratégé par la loi du copyright
et les conventions internationales.
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B Once you have successfully deployed the certificates to the users, each user must configure
his or her e-mail application to use the mail certificates for S/MIME protection

The following section details how to enable S/MIME security in:
B Make sure you have your smartcard reader plugged in and that your smartcard is inserted

> Open your Lotus
> On the “Security” menu, click “your smartcard”

> Click on setup detail

User Security

B= Security Basics
: Ise of 8 smartcard or cryptographic token with Notes adds protechion for vour Motes (D, & smartzard-enabled
€ = Your Identily Motes 10 requires you to provide wour smartcard at login time and when using Notes. When you login, pou would
: enter your smartcard o cyptoqraphic token's PIM rather than a Motes password,

Your Names

Vour ComBatEs Enable Srartzard Login...

Your Smartcard ; ey .
|f vou are using & smartcard, then yaw should camy it with vau, Your personal possession of the smartcard

@ # Identity of Others dec:nlaaseds the possibilty of misuse and theft for your Motes identity and the private information stored on the
smartcard

{3 ¥ What Dthers Do
&  Notes Data

@ Mail Smartcard Manufacturer AET Europe B,
Sartzard Serial Mumber 15911263000E 1628

Lanfiguratian Detals...

Ok, Close
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B You should verify if the local selection match with A E T Europe BV

Smartcard Configuration Details

h ez has detected the following information about the configuration of vaur smartcard or croptographic token.
M arufacturer AE.T. Europe BY. Model 235400 070307000
Senial nurber 158911 263000E 1628 Hardware verzian 0.00
Lahel Adil ATTIOUN Firrrware versiah [0.00
Login label Select Siat.. ﬁ
Manufacturer 5CM Microsystems Inc. SCRA3AT0 LS Hardware version 0,00
Aszzociated slot R4z Firrnware wersion .00
Description SCM Microspstems Inc. SCR3310 USE Smart Card Reader 0
Path to driver file C:AWINDOWS spztem 32 aetpkss].dl ‘ g
b arufacturer &.E.T. Eurape BV Yersion 2.00
Mumber of slots 2 PELCS 11 wversion 211
Description Cryptographic Taoken Interface
1] 4 Cancel |

b anufactuner |.-’-'-._E.T. Europe B.Y. | Associated Slots
Serial nurmber |1 5311263000E1 528& |
Label [adi ATTIOLN |
tMadel I2384EID 0703070000 |
Hardware version | 0.00 |
Firmware werzion | 0.00 |
% Canicel
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B |nthe menu User security, select ALL and click on the buton obtain certificates
B A new dialog box will be displayed

User Security m

5 ity Basi . . N .
e= b i Your certificates provide a secure way to identify you to Mates and other pragrams. Your ID may contain

-Q = Your Identity certificates used to secure Motes communications as well as certificates used with the Internet.

Your Mames

|W w | Includes Intermet and Mates certificates and saved keys, useful for & varisty

Your Certificates of security functions,

Youwr Smartcard

ﬂ = Identity of Others | Pipe | |ssued To 2 lssued By & Giet Certificates... v‘i

€8 = What Others Do R AdlAttiou/SIEGE/CH/CONFORAMA  /SIEGE/CH/CONFORAMA ~

- BR  /SIEGE/CH/COMFORAMA JCH/CONFORAMA, Benew..

& = Notes Data BR /CH/CONFORAMA JCONFORAMA _

B Mail R /CONFORAMA JCONFORAMA R
P&  adilattiovi@conforama.ch wf|Setley Certifyl D Advanced Serv

Selected item
|ssued to Adil Attioui/SIEGE /CHACOMFORARMA,
|ssued by /SIEGE/CH/CONFORAME
Activated  13.08.2008 Type Motes international encryption
Expires 14.08.2010 Key identifier 15874 CETEE YZ<PN ANGJS JFYND TE4EG 1

Advanced Details...

Ok, Close |

In the menu security, select distribution service and click on Internet distribution service options

User Security E3

&= Secu{\‘i Basics
-Q = Your Identity [ Encrypt mail that you zend Encryption and Signature " armings. .. I

ﬂ e [ Sign mail that wou send

= [] Encrypt saved copy of mail that you send
g # what Others Do ‘wihen receiving unencrppted mail, encrept befare storing in wour mail file:  <lnformation not available:
32 + Motes Data

Click the Help button to learn how encryption and signing make pour mail zecure.

Uze Internet-style Maotes mail to secure vour mail meszages to and from people outzside of Motes [and other
Motes uszers).

To uze Internet-style secure mail, you need:
E nciyption andfor zigning options selected [see above)]
Internet certificates

MIME format settings

Internet-stule kail Options. .. I
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Iﬂternet-style Notes Mail Options DD

Internet-zstyle Motes mail is most useful for secunng mail to people outside Motes. Intemet-style Maotes mail uses
Secure MIME [S/AIME] pratacaols and Intemet certificates to encrppt ar sign mail.

For zecuring mail [usging encryption/signing] to and from people
outzide of Hotes, Internet certificates are required.

Toreview your Intermet certificates and options, click here Certificate Configuratian...

T zend enciypted,/signed mail to people outside of Motes, MIME
format iz required.

I1ze MIME format [at this location] for zending mail to Intermet addresses

T review which of your lozations are enabled for MIME, click here | Locations. . I

Toreceive enciypted/signed mail uzing Internet certificates fram |

people outside of Mates or from ather Nates uzers, click here Incoming Mail... I

| (] || Cancel I

Then click on certificates setup

Certificate Configuration for Internet-style (S/MIME) Mail DD

To zend zigned mail to people outzide of Hotes, pou must have a default [nternet signing certificate which
containz your Internet email addresz.

Chooze your default signing certificate; [To request new certificates, zee Your [dentity - Y'our Certificates.]

P
.

Tope | lzzued To & |zzued By

CertifulD Advanced Servic

adil. athioui@conforama. ch WS

Selected item

lzsued to |adil attiouiEconforama. ch | | Advanced Details...
Emaill sddresses adil. attiouit®conforama. ch

reprezented within this

certificate

[+ Use this certificate as your default signing certificate

Toreview advanced details of your sighing configuration, Mare Sighing Canfiguration. .
click here

To receive encrypted mail from people outzide of Motes, you must have an Internet certificate that can be used
for enciyphion.

& Problem haz been detected with your Internet E heryption Certificate Configuration... I

certificate in the Domino directary. Click here

(0] I | Cancel I
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Location Configuration for Signing Internet-style (S/MIME) Mail

Your Internet mail address for thiz location should match an email address
in pour default zigming certificate.

Internet mail address [for thiz
loc:ation]

& dil AttiouiiEiconforama. ch E dit Other Locations. ..

'our Internet certificate information

1 wour default zigning certificate iz the certificate issued to

adil. attiouitgicanfarama. ch ;|| | Certificate Details...

ane of these il addrezses —
represented within thiz
certificate:

-—.then for this%zatinn, UEE | adil athiouit@iconforama. ch

Compare your Internet mail address with your email name in the Domino

directory.

It iz allowed [although it iz unuzual] for vour location Internet mail addresz to differ from your email name az
ligted in the Domino directary.

That urusual configuration will work, successfully only if pou exclusively uze Intermet-stle mail with people
outzide of Mates [ie. you do NOT receive |nternet-stule mail from ather Motes users).

Internet email name in - AdilAtiowiEconfarama.ch \

Drarning directary

Automated adminiztrative tools may avensrite vour curent location so that it containg your email name fram
the directory. “ou should prevent location updates if your Internet mail address differs from pour directon
email narme.

[ ] Prevent administrator updates ta Internet mail address [at this location).
| ] | | Cancel
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Once the certificates imported, you can start sending signed emails.

On the tab distribution options, you should select Sign ( figue below).

Delivery Options x|

Basic l Advanced ]
Delﬁy Cptions Cancel

Impartance: |N|:|rrnal V| ™ Return receipt
Delivery report; |On|y on failure V| [~ Prevent capying
Delivery priority: |N'I'rma| V| [ Auto zpellcheck

[~ Mark Subject Confidential

[T Do not notify me if recipient(s) are running Out of Office

[T Do not expand personal groups

Security Optionz kdood Stamp
Marmal W
[ Encrept
[ Save these security options as the default
You have to put the adress in Cc field for archiving when you

Send emails.
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SIGNINIG PROCESS

Hash value
Message Mesage Senders encrypted Encrypted
body — hash —# private key —® with senders —# hash valug —# Message
captured calculated retrieved appended sent

private key

& B @ q gL g

Warning: the encryption function has deliberately not been used and this is not integrated into the
digital certificate used.
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