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Using Athena Cards with
OS X 10.5 and Apple Malil

Setup & User Guide

1. INTRODUCTION

This document will describe the step by step process to use Athena SmardCards with
Apple Mail on OS X 10.5 (Leopard).

If contains of the following steps:
< Installing drivers for smartcard reader
» Installing driver for smartcards

= How to use a certificate in Apple Mail

First please make sure you obtain the correct drivers. You will need the following
packages:

1. Driver For Reader (SCR3310): scr3310 - macos_x__driver.zip
2. Driver for SmartCards: Athena SCS Macos.zip
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2. INSTALL THE DRIVERS SMARTCARD READER (SCR3310)

[ - s « Install scmccid version 5.0.4
| &= == S c M Welcome to the scmccid version 5.0.4 Installer
j"—-" RULCR O SN T A Project ID/ SDIO10 / SDID10 USB Smart Card Reader O
8 introduction Product Driver for Linux / Mac
Name &
Description
Component | Driver
type
Release 5.0.4
Version
Release Dec 18, 2007
Date
Version of SmartOS Library — 4.0.1
other SDI010 Windows drivers Y5.11.00.01
components

Feature Additions:

Forcing of set and get baud rates (#2999, #10248) has been

included in this driver version. The corresponding code from

Windows driver has been synced-up in this version of the |a
| driver.

 ——
Continue

w Install scmeccid version 5.0.4

Important Information
HLCR0 S ST E W /f ReadMe file for SCMCCID driver

O Introduction Version 504

Required Packages :
e PCSCLite V1.4.0 (default Mac OSX PCSC daeman)
PCSCLite V1.4.2 (Open source PCSC daemon)
libUSB V0.1.12 (USB APl library)

Installation Procedure:

Step 1:

The installer will install the driver bundle in
fusrlibexec/SmanCardServices/drivers directary and create a
symbalic

link to the bundle in fusrlocal/pescidrivers. This is done to suppart
both the default MAC pesed as well as the open source edition. The
INI

file scmecid.ini file is copied to /fusrilocalfscmiini

Step 2: This step is optional

a) To force F and D value externally, madify the file "scmeeid.ini” file
under the directory “usrilocal/scm/ini/ and update the values. The

frallosarime i o mswroeamle | imen ctoetiomem saith 29 oen immoese]

Print... ) [ Save.. ) (" GoBack ) ( Continue )
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To continue installing the software you must agree to the terms
of the software license agreement.

Click Agree to continue or click Disagree to cancel the installation
and quit the Installer.

N N i . ‘l. i
Read License Disagree Agree

o ] « Install scmecid version 5.0.4

_H S S c M Standard Install on “Leprd”

MICROSYSTEMS

& Introduction
© Read Me This will take 296 KE of space on your computer.

& License Click Install to perform a standard installation of

& Destination Select this software on the volume "Leprd".

& Installation Type

I . b7
Change Install Location...

Co Back \ f Install
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Installer requires that you type your
password.

Name: John Doe

Password: essessses

/_Cancelf‘ C oKk

a0 « Install scmecid version 5.0.4

s S s‘ M Installation completed successfully

L MICROSYSTEMS

@ Introduction

& Read Me

© License

© Destination Select

- e T Install Succeeded

@ Installation

© Summary The software was successfully installed.

Your Reader is now successfully installed.
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ATHENA CARD DRIVERS

Please unpack the file Athena SCS Macos.zip, and look for the file ASECryptoMac_Leopard.dmg.zip.
Unpack this one, then open the DMG file (depending on your configuration it may open
automatically. Inside the DMG file you will find the file asecrypto-mac.tar.gz and a file readme.txt,

where you find these instructions:

1. please open Terminal.app (Applications/Utilities) and type the words inside double quotation
marks "sudo tar xvfzP "

2.Drag & drop asecrypto-mac.tar.gz file into the Terminal window

3.Hit 'return' key You'll be asked for administrator password.

4.Quit Terminal.app. Now your Athena Card drivers are successfully installed. If you have your
athena card, please insert it into your reader (after plugging the reader into you USB port). The LED

on the reader should light up.

Optional: To verify that the card is properly recognized, you can open Keychain.app
(Applications/Utilities), there your card should appear in the upper left corner.

enono Keychain Access

'Ibl hi Click to unlock the ASECrypto Card keychain.

Keychains
& ASECrypto Card
@' login
& System
System Roots

Category Kind » Date Modified Keychain
¢ Al ltems % Key (CKA_ID = EBF2.. E7197D1992076ER1BE6R) private key - - ASECrypto Card
’ Key (CKA_ID = DB93...35A92B65D9BB7206BD8) private key - - ASECrypto Card
®  Key (CKA_ID = 56A3...7FDOA3I2BCB7FI700CE3} private key — ASECrypto Card
mail@davidberner.de certificate — Moy 18, 2009 24:00:00 ASECrypto Card
demo L@pilot.certifyid.com certificate - Nov 18, 2009 24:00:00 ASECrypto Card
| accesptance test fournisseur test certificate - MNov 29, 2011 24:00:00 ASECrypto Card

» (.. Passwords
Certificates
E] My Certificates
T Keys
Secure Notes

= G

When selecting the card, if it contains already a certificate it will be displayed below
(see figure).
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SIGNING EMAIL IN APPLE MAIL

In order to sign emails using the certificate on your smartcard, you need to insert the
smartcard BEFORE opening Apple Mail.

Then once you compose a new email from an account whose address corresponds to the
email address of your certificate, there is a field that appears on the right hand side (see
highlighted region in the figure below).

By default any outgoing message will be signed, so there is no additional action required
If you wish to not sign an outgoing message, please click on the checkmark symbol, it wil
the deactivate the signature.

When you send your email, you will be prompted with a dialog to confirm your password.

Once you enter the correct password of your token and confirm, the email will be signed
and sent.

& Mo Sign an Email =

H|

T David Berner <dbernenfiwisekey.com>
Ce:
Bcc:

Reply To:

Subject: Sign an Email

= From: David Berner <maib@davidberner.des E Signature: kone |% s o' 2%

This is a test exail

When you send your email, you will be prompted with a dialog to confirm your password.
Once you enter the correct password of your token and confirm, the email will be signed
and sent.

Mail wants to use the “ASECrypto Card"
keychain.

Please enter the keychain password.

Password: |

/ Cancel \ Ir OK \
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SIGNING PROCESS

Message Mesage Sender's :ii':;;gde Encrypted
body = hash = private key =— with senders = hash valueg = Message
captured calculated retrieved appended sent

private key

& 8 Q@ q £ g

Warning: the encryption function has deliberately not been used and this is not integrated into the
digital certificate used.
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