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CID secureLogKeeper

The legal guarantee of business transactions

A complete tool to protect audit
traces and logs, easily integratable,
generating digital evidence

e Based on web-services (SOA ready)
and Message Queues.
e Access using digital certificates.

e Timestamp the traces, ensuring
their notarization.

e System of integrity using linked
hashes.

e Web console for administrators and
audit console for auditors, with
strong authentication mechanism
using digital certificates.

With the shifting of business processes to the
online world, it is crucial to generate secured
audit trails that ensure a traceability admissible
as Digital Evidence in a legal process, providing
support to the business and applicable regulatory
compliance.

CID SecureLogKeeper allows the secured storage
of audit traces, logs and tracks of the business
processes of your company; creating, storing and
validating digital guarantors proofs of the actions
carried out in the involved Information Systems.

Protection of the Audit Traces.

Each trace is stored in a secured manner, with
controls of integrity and confidentiality,
guaranteeing in this way the Custody Chain of
digital evidence.

Visualization of the Audit Traces.

Auditors and administrators can perform search
criteria of the logs that are accessible in a console
accessible securely via the web.

Validation of the Audit Traces.
Provision of a system that verifies the integrity
and confidentiality of the traces.
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Trusted Third Party
"One cannot be at the same time judge and jury."

S@/ Hosting the service in WISeKey’s highly secured Bunker
Vv I Cey (SFB), WISeKey acts as a Trusted Third Party, providing

legal security, reliability and proof of digital evidence.

CID SecureLogKeeper can be purchased and deployed in several ways:
e WISeKey acting as the Trusted Third Party, subscribing to a service
managed from WISeKey’s highly secured Bunker (SFB) in a
O SaaS model, or
O in atransactional model,
e Licensing software for in-house deployment at the customer premises.

Value Added Solutions

e Regulatory and legal compliance: this is a perfect tool for passing audits and
ensuring traceability required by local and international laws such as:

LOPD, LISI, Law 34/2002

AAPP: LAESCP

Financial: Law 22/2007, Directive 2007/64/CE, MiFID, BASEL 1.
Health: HIPPA

O OO0 O

Legal Support for the business processes: the information systems that support
business processes will be able to generate audit traces and enhance users' trust and
give legal support to:

Services Provision (SLAs)
Recruitment Systems

Online banking

Shopping platforms, online stores.
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 The perfect addition to your SIM tool: systems dedicated to centralize logs and
event management systems will be able to generate digital evidence, allowing legal

recognition in case of litigation and ensuring the Chain of Custody.
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